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Abstract

Beyond conventional radio frequency (RF)-based solutions like Wi-Fi, new technologies must be developed in order
to meet the growing demand for fast, safe, and effective wireless communication. A cutting-edge technology called
Light Fidelity (Li-Fi) makes use of visible light communication (VLC) to provide fast data transfer. Li-Fi offers a
novel way to get over the drawbacks of RF-based networks thanks to the quick development of LED technology and
optical wireless communication. In order to prevent external interception, a secure Li-Fi communication system for
RF-restricted spaces uses visible light or infrared signals that are physically contained within a room. It also uses
strong data encryption for an extra degree of protection. The main challenges of secure communication systems using
Li-Fi in RF-restricted areas stem primarily from the physical properties of light, which make the system vulnerable
to signal obstruction, limited coverage and mobility, and interference from ambient light.
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I. INTRODUCTION

Over the past few years, there has been rapid growth in the utilization of the RF region of the electromagnetic spectrum.
This is because of the huge growth in the number of mobile phone subscriptions in recent times. This has been causing a
rapid reduction in the free spectrum for future devices. Hence, an alternative means to wireless communication is necessary
to accommodate the exponentially increasing wireless traffic demand. Visible light communication systems provide an
alternative to the current standards of wireless transfer of information, using light from LASER as the communication
medium. The term "Li-Fi" was invented by a German professor at the University of Edinburgh, Harald Haas, and it refers to
light-based communications technology that delivers high-speed, bidirectional networked mobile communication, which is
similar to Wi-Fi [1], [2]. Light fidelity (Li-Fi) operates in the visible light spectrum of the electromagnetic spectrum. It uses
visible light as a medium of transmission rather than traditional radio waves. Figure 1 shows the architecture of the Li-Fi
module. Li-Fi is the transmission of data using visible light. This is done by sending data through an LED light bulb that
varies in intensity at a speed much faster than the human eye can follow [3]. If the LED is on, the photodetector registers a
binary one; otherwise, it's a binary zero that is registered. This Li-Fi system can be used to produce data rates higher than 1
gigabit per second, which is much faster than our average broadband connection or Wi-Fi. The high speed of Li-Fi can be
explained using the frequency spectrum of electromagnetic radiation [4], [S]. From the electromagnetic spectrum, we can
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see that the frequency band of visible light is between 430 THz and 770 THz and that of the radio frequency band is between
1 Hz and 3 THz. Hence, the frequency bandwidth of visible light is about 400 times greater than the radio frequency
bandwidth, and so, a greater number of bits can be transferred through this bandwidth than in the radio frequency bandwidth.
Thus, the data rate will be higher in Li-Fi, and a higher speed can be achieved. In this work, the audio signal is modulated
and transmitted to the laser light source. This signal is captured by the photodetector and demodulated to give the output.
Figure 2 shows the prototype of the Li-Fi model.

II. LITERATURE REVIEW

In the broad area of Wi-Fi Internet devices, most of the people are using 2.4-5 GHz RF to deliver wireless Internet access
surrounding our offices, schools, homes, and some public places also. We become quite dependent upon these nearly
ubiquitous services [6]. While Wi-Fi covers an entire house or school, the bandwidth is limited to 50-100 megabits per
second (Mbps). It is mostly current for Internet services but insufficient for moving large data files such as HDTV movies,
music libraries, and video games. Most of us are dependent upon the cloud or our own media services to store all of our
files, including audio and video devices, movies, photos, and games; the more and more bandwidth and speed will be
needed to access this data. Hence, RF-based technologies like Wi-Fi are not the optimal way. In addition, Wi-Fi may not
be the most efficient way to provide new desired capabilities such as gesture recognition and precision indoor positioning
[7]. The optical [8] wireless technologies are sometimes called visible light communication (VLC) and more recently
referred to as Li-Fi. On the other hand, offer an entirely new paradigm in wireless technologies in communication speed,
usability and flexibility, and reliability. VLC is the possible solution to global wireless spectrum storage. Li-Fi technology
is a fast and cheap optical version of Wi-Fi [9]. It is based on a visible light communication medium using light between
4000 THz and 375 THz as an optical carrier for data illumination. The data is encoded into light to generate a data stream
by varying the flickering rate; to be clearer, by modulating the LED and laser light with the data signals, it illustrates the
communication source. This is a whole new spectrum of possibilities as compared to the radio wave spectrum and is 1000
times the size of the radio wave spectrum. And it is 1000 times more in size. Visible light is not injurious to vision and is
a mandatory part of the infrastructure. In this work, we have been demonstrating simple audio transmission using Li-Fi
communication technology. We are using the LASER module as a source of optical light at the transmitter section and the
solar panel as a photodiode at the receiver section [10]. This research shows a prototype of a Li-Fi-based audio, text, and
image transmission system. The system uses high-brightness LEDs as transmitters and photodiodes as receivers. Audio is
transmitted by pulse width modulation (PWM), and text and image information are transmitted by digital encoding
techniques. An Arduino microcontroller is used for the modulation, encoding, decoding, and system control [12]. The
article discusses the difficulties associated with underwater communication, such as signal attenuation and monitoring
susceptibility, and it offers a thorough solution that combines authentication procedures and encryption techniques to
guarantee the integrity and confidentiality of audio data [13]. The proposed system comprises a transmitting section,
antenna, and satellite and a receiving section with IOT support for underwater communication using Li-Fi [14].

ITI. DIFFICULTIES WITH A LI-FI-BASED SECURE COMMUNICATION SYSTEM FOR

RF-RESTRICTED LOCATIONS

1. Line-of-Sight (LOS) Dependency: Li-Fi requires a clear, unobstructed path between the light source
(transmitter) and the receiver (photodetector). Even small objects like a person's hand or furniture can block the
signal and interrupt data transmission, which is a major drawback for consistent connectivity and security in
dynamic environments.

ii. Limited Mobility and Coverage: Since light cannot penetrate opaque walls or surfaces, the communication is
confined to the specific area illuminated by the light source. This offers inherent security against external
interception, but it severely limits user mobility; moving a device out of the coverage area will result in a lost
connection.

iii. Interference from Ambient Light: External light sources, such as sunlight or other artificial lighting, can
generate noise and interfere with the Li-Fi signal, degrading signal quality and potentially causing data loss.
Sophisticated filtering mechanisms are needed to mitigate this, adding complexity and cost to system design.

iv. Uplink Communication Difficulties: Most Li-Fi systems are optimized for high-speed downlink transmission
(from light source to device). Efficient uplink (from user device back to the network) is more challenging, as user
devices would need to transmit light signals back to the access point, which isn't feasible for all devices. Hybrid
systems (combining Li-Fi for downlink and Wi-Fi or RF for uplink) are a potential solution, but they reintroduce
the very radio frequency signals that RF-restricted areas aim to avoid.

v.  Hardware and Infrastructure Costs: Implementing a widespread Li-Fi system requires upgrading existing
lighting infrastructure with specialized LED bulbs and photodetectors, which can involve significant upfront costs
compared to traditional RF systems. The lack of widespread consumer device compatibility also requires
additional plug-and-play accessories.

vi. Security Vulnerabilities in Open Spaces: While Li-Fi is inherently more secure against external hacking, it is
not immune to security threats within the same illuminated area. In a shared space, an unauthorized user within
the light's range could potentially intercept data if robust encryption and authentication protocols are not
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implemented.

vii. Lack of Standardization: The absence of global standards for Li-Fi technology creates potential issues with
interoperability, vendor lock-in, and seamless integration with existing communication networks. Collaborative
efforts are underway through standards organizations like the IEEE 802.11bb task group, but a unified framework
is still in development [15].

IV. DESIGN PRINCIPLES

1. Physical Confinement: The main security aspect is that the signal is limited to the actual region that the light
source illuminates since light waves cannot pass through opaque walls. By doing this, the possibility of outside
hacking or eavesdropping is reduced.

2. Immunity to RF Interference: Operating in the visible light spectrum (400 THz bandwidth, much larger than the
RF spectrum) ensures the system is not susceptible to RF interference or jamming, providing a stable and reliable
connection in sensitive environments like hospitals, military installations, or critical infrastructure.

3. Dual Functionality: The system leverages existing LED lighting infrastructure for both illumination and data
transmission, making it energy-efficient and cost-effective.

4. Layered Security Approach: In addition to physical security, the design incorporates cybersecurity protocols, such
as advanced encryption algorithms, to protect data during transmission [11].

V.IMPLEMENTATION AND SECURITY MEASURES
1. Hardware Setup:
i. Integrate LED lights with a high-speed driver circuit controlled by a microcontroller.
ii. Position the photodetector within the direct line of sight (LOS) of the LED source to ensure reliable
communication.
iii. Ensure all receiver components (e.g., solar panels, photodiodes) are properly connected to a receiving
microcontroller, ensuring correct voltage levels (e.g., 3.3V or 5V for Arduino-based systems).
2. Software Development:
i. Implement data packaging, transmission synchronization, and robust error handling.

ii. Utilize data encoding/decoding methods like OOK.

iii. Implement strong encryption algorithms such as Advanced Encryption Standard (AES), RSA, or a hybrid of
algorithms (e.g., ChaCha20 and RSA) at one or all layers of the communication protocol to ensure data
confidentiality and integrity, even in the case of a "wall leak" or internal vulnerability.

iv.  Employ robust authentication mechanisms (e.g., strong passwords, biometrics) and access control using firewalls
or Virtual Local Area Networks (VLANSs) to manage user access.

3. Physical Deployment:

i Conduct security audits and penetration tests regularly to identify vulnerabilities.
ii. Consider the room's physical layout to manage signal range effectively, leveraging light confinement as a security
asset. Minimize potential reflective surfaces that could allow signals to "leak" to unauthorized areas.
iii. By combining Li-Fi's inherent physical confinement with strong cyber security measures, a highly secure

communication system can be achieved, ideal for sensitive environment [11].

VI. CONCLUSION

Li-Fi is currently generating a lot of interest, in part because it could provide a real and highly effective substitute for radio-
based wireless. The airways are getting more and more congested as more people and their numerous devices use wireless
internet, making it harder to get a dependable, fast connection. This could address problems like radio-frequency
bandwidth scarcity and provide internet access in places like hospitals and airplanes where conventional radio-based
wireless is prohibited. Li-Fi has a wide range of applications. Since LEDs are used to transmit data, any screen that emits
light can be used as a platform for data transfer. This study addresses the difficulties in developing a secure Li-Fi
communication system for RF-restricted regions.
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