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Abstract

Low-altitude aerial threats, including small unmanned aerial systems (UAS), loitering munitions, and coordinated
drone swarms, increasingly challenge conventional radar-centric air-defence systems operating in contested and
infrastructure-constrained environments. This paper presents an Al-resilient distributed air-defence architecture that
extends probabilistic multi-sensor fusion toward transformer-based multi-modal perception, cooperative multi-
agent reinforcement learning, autonomous edge-level task allocation, and adversarial-Al-resilient sensing. The
proposed architecture integrates electro-optical, infrared, passive radio-frequency, acoustic, and terrain-context
sensing through a transformer-enabled fusion layer and a cooperative multi-agent coordination layer. The
framework is designed to support resilient counter-UAS surveillance, distributed ISR coordination, and adaptive
sensor management under degraded communication, GNSS denial, node failure, and adversarial perturbation.
Mathematical formulations are developed for multi-modal transformer fusion, adversarial robustness, cooperative
multi-agent policy learning, cue prioritisation, edge-level task allocation, and distributed battlefield sensing. A
Monte Carlo simulation framework is proposed for evaluating detection probability, false-alarm behaviour, latency,
coordination efficiency, node-failure resilience, and adversarial robustness. The architecture provides a scalable
pathway for next-generation distributed air-defence networks capable of supporting resilient counter-UAS
operations within contested electromagnetic environments.

Keywords: distributed air defence, counter-UAS, transformer fusion, multi-agent reinforcement learning,
adversarial Al, edge intelligence, ISR coordination, resilient sensing.

L. INTRODUCTION

Modern air-defence systems were historically designed around radar-centric surveillance, centralized command-and-
control, and hierarchical engagement coordination. These architectures remain effective against conventional high-altitude
aircraft and missile threats but are increasingly challenged by low-altitude aerial systems, small UAS, loitering munitions,
and distributed swarm-enabled platforms. Such threats exploit low radar cross-section, terrain masking, intermittent
electromagnetic emissions, low-altitude flight corridors, and distributed manoeuvre behaviour, thereby degrading
conventional radar-based detection and centralized decision-making systems [1]-[3], [37], [46]. The challenge becomes
more severe in infrastructure-constrained and contested operational environments, where radar coverage is sparse,
communication links are degraded, GNSS is unreliable, and centralized command infrastructure is vulnerable to disruption.
Under these conditions, conventional integrated air-defence systems may experience delayed detection, reduced tracking
persistence, increased false alarms, and limited resilience to node or communication failure. Distributed sensing and edge-
enabled inference therefore provide an important pathway for resilient low-altitude surveillance and counter-UAS
operations [11]-[16].
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Recent advances in multi-sensor fusion, deep learning, transformers, edge intelligence, multi-agent reinforcement learning,
and adversarial machine learning have created new opportunities for distributed air-defence architectures. Transformer
models provide powerful attention-based mechanisms for integrating heterogeneous multi-modal sensing features [17]—
[23]. Reinforcement learning enables adaptive decision-making under uncertainty, while multi-agent reinforcement
learning supports cooperative coordination among distributed sensing and ISR agents [29]-[36]. Adversarial machine
learning research further highlights the need to protect Al-enabled perception and decision systems against intentional
perturbation, spoofing, evasion and distribution shift [24]-[28]. Despite these advances, many distributed counter-UAS
and battlefield sensing architectures still treat sensing, fusion, tracking, task allocation and decision coordination as separate
subsystems. Existing systems frequently lack integrated transformer-based multi-modal fusion, cooperative multi-agent
reinforcement learning, adversarial-Al resilience, autonomous edge-level sensor tasking, and robust operation under
contested electromagnetic conditions. This limits their effectiveness for large-scale distributed defence networks operating
under node degradation, GNSS denial, communication disruption, and adversarial sensing conditions. This paper addresses
these limitations by proposing an Al-resilient distributed air-defence architecture that integrates transformer-based multi-
modal fusion with cooperative multi-agent reinforcement learning and adversarially robust sensing. The proposed
framework serves as a follow-on architecture to probabilistic multi-sensor fusion approaches for low-altitude threat
detection and extends them toward adaptive Al-enabled sensing, distributed coordination, and autonomous edge
intelligence. The major contributions of this paper are:
e A transformer-based multi-modal fusion architecture for distributed EO, IR, passive RF, acoustic and terrain-
context sensing.
e A cooperative multi-agent reinforcement learning framework for distributed ISR coordination and autonomous
sensor-task allocation.
e An adversarial-Al-resilient sensing model for robust detection under perturbation, spoofing, and degraded
sensing conditions.
A scalable edge-enabled coordination framework for node-failure-resilient counter-UAS surveillance.
A Monte Carlo simulation methodology for evaluating detection performance, latency, coordination efficiency,
adversarial robustness, and resilience under contested electromagnetic conditions.
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Fig. 1: Simplified Al-Resilient Distributed Air-Defence Architecture Integrating Multi-Modal Sensing, Transformer
Fusion, Cooperative MARL Coordination, and Edge Intelligence.

2. System Architecture Overview

The proposed Al-resilient distributed air-defence architecture comprises six major functional layers: the distributed sensing
layer, transformer-based multi-modal fusion layer, adversarial robustness layer, cooperative Multi-Agent Reinforcement
Learning (MARL) layer, edge-level sensor task-allocation layer, and command and ISR coordination layer. As illustrated
in Fig. 1, the architecture integrates heterogeneous sensing nodes, transformer-based feature fusion, adversarial robustness
screening, cooperative MARL coordination, autonomous edge-level task allocation, and ISR-supported decision-making
within a unified distributed operational framework.

The major functional layers and their corresponding operational contributions are summarised in Table 1. The distributed
sensing layer provides persistent low-altitude observability using EO, IR, passive RF, acoustic, and terrain-aware sensing
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modalities. The transformer fusion layer improves target discrimination through cross-modal feature integration, while the
adversarial robustness layer enhances resilience against spoofing, perturbation, and deceptive attacks. The MARL
coordination layer enables adaptive cooperative decision-making among distributed sensing agents, whereas the edge-level
task-allocation layer supports autonomous low-latency sensor retasking. Finally, the command and ISR coordination layer
provides human-supervised operational control and mission-level decision support.

Table 1. Major Functional Layers of the Proposed Architecture.

Layer Function Operational Contribution
Distributed sensing EO/IR/RF/acoustic/terrain sensing Persistent low-altitude observability
Transformer fusion Cross-modal feature integration Improved target discrimination
Adversarial robustness Perturbation and spoofing defence Al-resilient sensing

MARL coordination Cooperative distributed decision-making Adaptive ISR coordination

Edge task allocation Autonomous sensor retasking Low-latency response
Command/ISR layer Human-supervised decision support Operational control

The distributed sensing network may be represented using a graph-theoretic communication model:
G=(V,E) (D

where V represents the set of distributed sensing nodes and Erepresents the set of communication links between
neighbouring nodes. The graph representation enables formal modelling of network connectivity, information propagation,
sensing redundancy, node-failure resilience, and cooperative decision-making within the distributed architecture. The
observation vector at sensing node iis expressed as:

Zi={z{%, 2", Z1" 2{, 2]} 2)

where ZFO, ZIR ZRF 7A€ and ZT denote electro-optical, infrared, passive RF, acoustic, and terrain-context observations,
respectively. These heterogeneous sensing modalities collectively improve sensing diversity, target observability, and
robustness against environmental uncertainty and adversarial interference. The cumulative distributed detection probability

of the sensing network is given by:
N

p=1-]a-r G)

i=1

where P; represents the local detection probability of sensing node i, and N denotes the number of participating sensing
nodes. Equation (3) demonstrates that cooperative distributed sensing improves overall detection persistence and
operational robustness through sensing redundancy and multi-node collaboration.

3. Transformer-Based Multi-Modal Fusion

Transformer architectures provide a robust foundation for multi-modal sensing because self-attention mechanisms can
learn long-range dependencies and cross-modal relationships across heterogeneous sensing streams [17]—[23]. In the
proposed framework, electro-optical (EO), infrared (IR), passive RF, acoustic, and terrain-context features are projected
into a shared latent embedding space prior to transformer-based fusion. As illustrated in Fig. 2, the fusion architecture
consists of modality-specific encoders, cross-modal attention modules, fused embedding generation, and target-probability
estimation.
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Fig. 2: Simplified transformer-based multi-modal fusion architecture showing modality encoders, cross-modal attention,
fused embedding generation, and target-probability estimation.
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The feature embedding for sensing modality mis expressed as:

En = ¢mZm) 4)

where Z,, represents the observation from sensing modality m, and ¢,, () denotes the modality-specific feature encoder.
The encoder transforms heterogeneous sensor observations into compact latent feature representations suitable for
transformer-based processing. The concatenated multi-modal feature sequence is represented as:

F= [FEO:FIR:FRF: Fye, FT] 5

where Fgg, Fir, Frr, Fac and Fr correspond to the EO, IR, passive RF, acoustic and terrain-context feature embeddings,
respectively. This unified representation enables joint learning of inter-modal dependencies and complementary sensing
characteristics. The scaled dot-product attention mechanism is defined as:

. QK"
Attention(Q, K, V) = softmax % (6)

NER

where Q, K, and V denote the query, key, and value matrices, respectively, while d;, represents the key-vector dimension.
The attention mechanism enables the transformer network to dynamically focus on the most informative sensing features
across multiple modalities. The multi-head attention output is expressed as:

MHA(F) = Concat(hy, hy, ..., hg)W° @)

where h; represents the output of attention head j, H denotes the number of attention heads, and W is the output projection
matrix. Multi-head attention improves representation diversity by enabling simultaneous learning of multiple cross-modal
feature relationships. The fused multi-modal representation is obtained through transformer processing as:

Fpyseq = Transformer(F) ®)

where Fj.q denotes the final fused transformer embedding generated from the integrated sensing modalities. The fused
representation captures spatial, temporal, and semantic correlations across the distributed sensing environment. The final
target probability is computed as:

P(T 1Z) = o(WFgyseq + D) (€]
where g(-) represents the sigmoid activation function, Wdenotes the classifier weight matrix and b is the bias term.
Equation (9) provides the probabilistic target-confidence estimate conditioned on the fused multi-modal observations. The

major transformer fusion variables used in the proposed framework are summarised in Table 2.

Table 2: Transformer Fusion Variables.
Symbol | Meaning

E, Modality-specific feature embedding
Q,K,V | Query, key, and value matrices
dy Key-vector dimension

Fiised Fused transformer representation
P(T | Z) | Target probability conditioned on observations

4. Adversarial-Al-Resilient Sensing Framework

Al-enabled sensing systems are inherently vulnerable to adversarial perturbations, sensor spoofing, distribution shift, and
environmental corruption [24]-[28]. In distributed air-defence networks, such vulnerabilities may significantly degrade
target classification accuracy, cue ranking reliability, and cooperative coordination performance. To address these
challenges, the proposed framework incorporates an adversarial robustness screening mechanism prior to final cue
propagation and engagement coordination. As illustrated in Fig. 3, the framework performs perturbation screening,
confidence degradation estimation, robustness filtering, and cue validation within a unified Al-resilient sensing pipeline.
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Fig. 3: Adversarial-Al-resilient sensing workflow showing clean sensing input, perturbation screening, confidence
degradation estimation, robustness filtering, and cue validation.

Let the clean sensor feature vector be represented by x, while §denotes an adversarial or environmental perturbation. The
perturbed sensing input is therefore expressed as:

x'=x+96 (10)

where x’ represents the corrupted observation presented to the sensing model. The perturbation may originate from
intentional adversarial attacks, environmental interference, signal corruption, or sensing uncertainty. The adversarial
perturbation constraint is defined as:

181,<e (11)

where edenotes the maximum allowable perturbation magnitude under the p-norm constraint. Equation (11) limits the
adversarial disturbance within a bounded perturbation space for robustness evaluation. The robust classification objective
is formulated as:

mgin ]E(x-y) max L(fg(x +6),y) 12)

I181lp<e

where L(-) represents the classification loss function, fydenotes the Al model parameterised by 8, and y is the true target
class label. This optimisation framework improves adversarial robustness by training the sensing model against worst-case
perturbation scenarios. The adversarial confidence degradation index is defined as:

Dygy =1 P(T 1 x) = P(T | x') | (13)

where D,4, measures the sensitivity of the target-confidence estimate to perturbation. A large degradation index indicates
high vulnerability of the sensing prediction to adversarial manipulation or environmental corruption. A sensing cue is
rejected, downgraded, or subjected to additional validation if:

DadV > Tadv (14)

where 7,4, represents the adversarial sensitivity threshold. Equation (14) enables the framework to filter unreliable sensing
cues and improve overall decision reliability within the distributed air-defence architecture. The proposed adversarial-Al-
resilient sensing framework therefore enhances operational robustness by reducing susceptibility to spoofing attacks,
corrupted observations, deceptive sensing inputs, and environmental disturbances. This contributes to improved sensing
trustworthiness, resilient cue propagation, and stable cooperative coordination in contested operational environments.

Citation: Imam, A. S., Musa, A, Sani, N. B,, & Baballe, M. A. (2026). Al-Resilient Distributed Air Defence Architectures Using Page 41
Transformer-Based Multi-Modal Fusion and Cooperative Multi-Agent Reinforcement Learning. In ICON Journal of Engineering
applications of artificial intelligence (Vol. 2, Number 5, pp. 37-52). https://doi.org/10.5281/zenodo.20445105


https://doi.org/10.5281/zenodo.20445105

Sensing Agent 1

Local observations
Cooperative MARL Environment
Adaptive Coordination
Cue validation and tracking \
Sensing Agent 2 Shared Reward Function ISR Coordination

Distributed cues

Joint Policy Learning Resource Allocation
Sensor retasking and prioritisation
Edge Fusion Agent

Sensor coordination

UAV retasking and monitoring

N

v

Optimisation Objectives

Max\se detection probability and cue stability while minimising latency, fal; arms and communication cost

Fig. 4: Cooperative MARL coordination framework showing distributed agents, shared reward structure, local
observations, joint policy learning, and ISR coordination decisions.

5. Cooperative Multi-Agent Reinforcement Learning Framework

Distributed air-defence environments involve multiple sensing nodes, ISR platforms, and edge-fusion gateways that must
coordinate under uncertainty and dynamic operational conditions. Cooperative multi-agent reinforcement learning
(MARL) enables distributed agents to learn joint policies for sensing, cue validation, ISR retasking, and resource allocation
through continuous interaction with the operational environment [29]—[36]. As illustrated in Fig. 4, the proposed framework
enables cooperative coordination among distributed agents using shared rewards, local observations, joint policy learning,
and adaptive ISR decision-making. The distributed decision environment is modelled as a cooperative Markov game
expressed as:

G = (SfAl' ---,AN, P, Rl' "';Rle> (15)

where S represents the global state space, A; denotes the action space of agent i, Pis the state-transition function, R;
represents the reward function of agent i, and y is the discount factor. The Markov-game formulation enables distributed
agents to cooperatively optimise sensing and coordination decisions under uncertain and partially observable operational

conditions. The joint policy of the distributed agents is defined as:
N

n(als)=| [m o) (16)

i=1
where o; denotes the local observation available to agent i. Equation (16) allows each distributed agent to make local

decisions while collectively contributing to the overall cooperative sensing objective. The expected cooperative return is
expressed as:

T
J(r) = B[ D ¥eRe (17)
t=0
where R;denotes the cumulative reward at time step t. The objective of the MARL framework is to maximise long-term

cooperative performance through adaptive policy learning and distributed coordination. The Q-learning update rule for
agent iis given by:

Qi(sp,ap) « Qi(sp,ar) +a [Tt + ymax Qi(st+1,a") — Qi(se, at)] (18)

where a represents the learning rate and rydenotes the immediate reward obtained at time step t. The Q-learning mechanism
enables agents to iteratively improve sensing and coordination policies based on operational feedback and environmental
interaction. For cooperative sensing and distributed coordination, the global reward function is formulated as:

Ry = wiPp — Wy Prg — w3T), + Wy (s — wsEc (19)
where P}, represents detection probability, Pr4 denotes false-alarm probability, T; is sensing and communication latency,
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Csrepresents cue stability, and E. denotes energy or communication cost. The weighting coefficients w,y, w,, w3, w,, and
ws determine the relative importance of operational performance metrics within the cooperative learning framework.
Equation (19) enables the distributed MARL agents to optimise sensing reliability, reduce false alarms, minimise
communication latency, improve cue stability, and conserve network resources simultaneously. The proposed cooperative
MARL framework therefore enhances adaptive ISR coordination, resilient distributed sensing, and low-latency decision-
making in contested and infrastructure-constrained operational environments. The major MARL state, action, and reward
components used in the proposed framework are summarised in Table 3.

Table 3: MARL State, Action and Reward Components.

Component | Description

State Target confidence, node health, latency, communication quality
Action Sense, validate, track, retask, forward cue

Reward Detection improvement, latency reduction, false-alarm penalty
Policy Cooperative multi-agent sensing strategy

Sensor Node 1
EO/ IR sensing

N

Edge Fusion Gateway

Collects local sensing cues

Utility Estimation

Detection gain

Optimal Assignment

Sensor-to-task matching

Sensor Node 2
RF / acoustic sensing

Communication quality

Latency

Computational cost

Adaptive Retasking

e

Sensor Node N
Terrain-aware sensing

Low-latency response

Allocation Objective

Maximise sensing utility while reducing latency, communication burden and computation cost

Fig. 5: Autonomous edge-level sensor task-allocation architecture showing sensing nodes, task queues, local utility
estimation, and adaptive sensor retasking.

6. Autonomous Edge-Level Sensor Task Allocation

Edge-enabled task allocation allows distributed sensing nodes and fusion gateways to dynamically allocate surveillance
resources under changing operational and environmental conditions. This capability is essential in distributed air-defence
environments where sensing priorities, communication quality, threat distribution, and computational resources
continuously evolve. The proposed framework therefore incorporates an autonomous edge-level task-allocation
mechanism to improve sensing efficiency, reduce latency, and optimise resource utilisation. As illustrated in Fig. 5, the
architecture integrates sensing nodes, task queues, local utility estimation, and adaptive sensor retasking within a distributed
edge-computing framework.

Let a;; represent the assignment of sensing node ito surveillance task j. The task-allocation problem is formulated as the
following optimisation objective:

N
M
max Z aij UU
aij :
Jj=1
i=1

(20)

subject to:
M
Yay<ivi 21)
j=1
al-]- (S {0,1} (22)
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where Uj; represents the utility associated with assigning sensing node ito task j. Equation (20) seeks to maximise the
cumulative operational utility across all sensing-task assignments, while Equations (21) and (22) ensure that each sensing
node is assigned to at most one task at a given decision interval. The task utility function is defined as:

Uij = n1P;j + 120Q;5 — n3Tij — n4Cij (23)

where P;; denotes the expected detection gain, ;;represents communication quality, Tj; is the sensing and communication
latency, and C;; denotes computational or energy cost. The weighting coefficients 7, 7,, 73,and n4determine the relative
importance of sensing performance, communication reliability, latency reduction, and computational efficiency. Equation
(23) enables the edge-level allocation framework to prioritise sensing tasks that maximise operational effectiveness while
simultaneously minimising communication delay and computational overhead. The utility-driven allocation mechanism
therefore supports adaptive ISR coordination, resilient distributed sensing, and low-latency response in contested and
infrastructure-constrained operational environments. The proposed autonomous edge-level sensor task-allocation
framework further improves system scalability and operational flexibility by enabling distributed sensing agents to
autonomously retask surveillance resources based on real-time operational conditions, threat evolution, network status, and
mission priorities.

7. Contested Electromagnetic Environment Modelling

Contested electromagnetic environments introduce significant operational challenges to distributed air-defence systems,
including communication degradation, jamming, RF interference, sensor spoofing, synchronization instability, and GNSS-
denial effects. These factors may reduce sensing reliability, disrupt cooperative coordination, degrade communication
quality, and increase decision latency. The proposed framework therefore incorporates contested electromagnetic
environment modelling to evaluate sensing resilience, communication stability, and edge-level coordination performance
under degraded operational conditions. The communication link quality is modelled using the signal-to-interference-plus-
noise ratio (SINR), expressed as:

P;G;
SINRL- = m (24)
i

where P; represents the received signal power, G;denotes the channel gain, I; is the interference power, and Nyrepresents
background noise power. Equation (24) characterises the communication quality of sensing node iunder interference and
contested-spectrum conditions. The packet-delivery probability is modelled as:

Py = e~M14 (25)

where A; denotes the link degradation coefficient and drepresents the communication distance between nodes. This
formulation captures the degradation in communication reliability caused by distance, interference, fading, and
electromagnetic disruption. Synchronization uncertainty within the distributed sensing network is modelled as:

Aty ~ NV (0,52) (26)

where 62 represents the synchronization variance. Equation (26) models timing uncertainty among distributed sensing
nodes and edge-fusion gateways, which may arise from communication delays, clock drift, or contested-spectrum
interference. The end-to-end edge-processing latency is expressed as:

Ttotal = Tsense + Tencode + Tfusion + Tpolicy + Tcomm (27)

where Tienge> Tencodes Tfusions Ipolicy> @0 Teomm represent sensing delay, feature encoding delay, multi-modal fusion delay,
policy inference delay, and communication delay, respectively. Equation (27) provides a comprehensive latency model for
distributed edge-level sensing and coordination. The proposed contested electromagnetic environment model therefore
enables quantitative evaluation of sensing robustness, communication resilience, synchronization reliability, and edge-
processing performance under degraded and adversarial operational conditions. This supports the development of resilient
Al-enabled distributed air-defence architectures capable of operating effectively in GNSS-denied and spectrum-contested
environments.

8. Simulation Framework and Statistical Evaluation
A Monte Carlo simulation framework was developed to evaluate the proposed Al-resilient transformer-MARL architecture
under representative low-altitude counter-UAS operational conditions. The simulation environment incorporated
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heterogeneous sensing nodes, transformer-based multi-modal fusion, cooperative MARL coordination, adversarial
perturbation effects, communication degradation, GNSS-denial conditions, synchronization uncertainty, and progressive
sensing-node failure. As illustrated in Fig. 6, the simulation workflow integrates threat generation, distributed sensing
observations, transformer fusion, MARL coordination, adversarial robustness screening, and statistical performance
evaluation within a unified simulation environment. The major simulation parameters used for the evaluation are
summarised in Table 4.

Threat Generation Sensor Observations Transformer Fusion MARL Coordination . Statistical Output
Low-altitude UAS EO/ IR/ RF / Acoustic Cross-modal attention I Cue validation . P_D, P_FA, RMSE
100,000 trials 12-48 nodes Target confidence ISR retasking AUC and latency

v

\

\
.
.
.
.
.
N
N
~
o
Operational Degradation T~ Adversarial Robustness Screening
Packet foss + GNSS denial + node failure + synchronisation ungertainty Perturbation bound + spoofing effects + confidence degradation

Performance Evaluation

Compare centralised baseline, probabilistic fusion and proposed transformer-MARL architecture

Fig. 6: Monte Carlo simulation workflow showing threat generation, sensing-node observations, transformer fusion,
MARL coordination, adversarial robustness screening, and statistical evaluation.

Table 4: Simulation Parameters.

Parameter Value

Monte Carlo trials 100,000

Sensing nodes 1248

Target altitude 120-350 m AGL
Communication bandwidth 5-50 Mbps

Packet loss 0-20%

Node failure 0-80%
Synchronization uncertainty +4-8 ms

Adversarial perturbation bound | 0-0.08

Fusion processor Edge GPU-class node

The probability of detection is defined as:
TP

Pp=——— 28

T TP+FN (28)

where TPrepresents true positives and FNdenotes false negatives. Equation (28) measures the ability of the proposed
architecture to correctly detect low-altitude aerial threats. The false-alarm probability is expressed as:

Py = ki 29
FA= Fp 4+ TN (29)

where FP represents false positives and TNdenotes true negatives. This metric evaluates the susceptibility of the sensing
framework to false threat classification and erroneous cue generation. Tracking accuracy is evaluated using the root-mean-
square error (RMSE), defined as:

N
1
RMSE = Nz Il X — X 12 (30)
k=1

where x;, denotes the true target state and X represents the estimated target state at sample k. Equation (30) quantifies the
tracking accuracy of the distributed sensing and fusion framework. The area under the receiver operating characteristic
(ROC) curve is computed as:
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1
AU6=f PD (PFA)dPFA (31)
0
where Pp(Pr4) represents the detection probability as a function of false-alarm probability. The AUC metric provides an
aggregate measure of classification and detection performance across varying decision thresholds. The statistical

performance comparison between the proposed architecture and baseline frameworks is presented in Table 5.

Table 5: Statistical Performance Evaluation.

. Detection False-Alarm Mean
Architecture AUC b obability Probability Latency
Centralized radar-centric baseline 0.76  0.71 0.18 118 ms
Distributed probabilistic fusion 091 0.87 0.09 44 ms
Proppsed transformer-MARL 095  0.92 0.06 31 ms
architecture

As shown in Table 5, the proposed transformer-MARL architecture achieved superior performance relative to centralized
radar-centric and conventional distributed probabilistic-fusion baselines. The framework demonstrated improved detection
sensitivity, lower false-alarm probability, enhanced classification robustness, and significantly reduced end-to-end latency.
These improvements are attributed to transformer-based cross-modal fusion, cooperative MARL coordination, adversarial
robustness screening, and adaptive edge-level task allocation. The large-scale 100,000-trial Monte Carlo evaluation further
improved the statistical confidence and robustness of the reported results by exposing the architecture to extensive
variations in sensing uncertainty, communication degradation, adversarial perturbation, node-failure conditions, and
environmental dynamics. The simulation results therefore demonstrate the effectiveness and operational resilience of the
proposed Al-resilient distributed air-defence architecture for low-altitude counter-UAS operations in contested and
infrastructure-constrained operational environments.

Detection probability Detection Stability
Very high

Mean latency More nodes improve sensing
redundancy and observability

Communication load

Low-Latency Control

Edge processing limits
High end-to-end delay growth

Moderate

Network Load
/ Event-driven reporting keeps
communication manageable

12 24 36 42 48

Number of Active Sensing Nodes

Fig. 7: Scalability analysis showing detection probability, latency, and communication load under increasing sensing-node
density.

9. Robustness and Scalability Analysis

The scalability and robustness of the proposed Al-resilient distributed air-defence architecture were evaluated by
progressively increasing the number of active sensing nodes from 12 to 48 under representative low-altitude counter-UAS
operational conditions. The analysis incorporated heterogeneous sensing uncertainty, communication degradation,
adversarial perturbation effects, synchronization instability, and progressive node failure. The results demonstrated that the
proposed transformer-MARL framework maintained stable detection performance and low-latency coordination despite
increasing sensing-node density and network degradation. As illustrated in Fig. 7, the proposed architecture sustained high
detection probability while maintaining manageable communication load and low end-to-end latency under increasing
sensing-node density. This scalability improvement is primarily attributed to transformer-based multi-modal fusion, which
enhances representation learning across heterogeneous sensing modalities, and cooperative MARL coordination, which
enables adaptive sensor-task allocation and distributed decision optimisation.
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The node-availability ratio is defined as:
A = Nactive

= (32)
N Ntotal

where N,y represents the number of operational sensing nodes and N, denotes the total number of deployed sensing
nodes. Equation (32) quantifies sensing-network survivability under node degradation and contested operational
conditions. The distributed robustness index is expressed as:

Rp =Pp(1— PFA)ANCQ (33)

where Pp denotes detection probability, Pr, represents false-alarm probability, Ay is the node-availability ratio, and C,
represents the communication-quality score.
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Fig. 8: Node-failure robustness showing graceful performance degradation under progressive node loss.

Equation (33) provides a composite robustness metric that jointly captures sensing reliability, communication stability,
node survivability, and operational persistence. The node-failure robustness analysis further demonstrated graceful
performance degradation under progressive sensing-node loss. As shown in Fig. 8, the proposed distributed architecture
maintained operational sensing continuity despite severe node degradation conditions. This resilience was achieved through
sensing redundancy, distributed cooperative fusion, adaptive MARL coordination, and autonomous edge-level task
reallocation. The quantitative node-failure robustness results are summarised in Table 6.

Table 6: Node-Failure Robustness Summary.

Node Degradation | Detection Probability | Latency | Robustness Status

0% 0.92 31 ms Stable

25% 0.88 34 ms Stable

50% 0.79 41 ms Degraded but operational

80% 0.66 58 ms Minimum acceptable persistence

As presented in Table 6, the proposed framework preserved acceptable operational performance even under 80% sensing-
node degradation, maintaining a detection probability of 0.66 with manageable latency increase. Unlike centralized
architectures that exhibit abrupt performance collapse under node failure, the proposed transformer-MARL framework
demonstrated graceful degradation characteristics due to distributed sensing redundancy, cooperative decision-making, and
adaptive resource reallocation. The robustness and scalability analysis therefore confirms the suitability of the proposed
Al-resilient distributed air-defence architecture for persistent low-altitude surveillance and counter-UAS operations in
contested, degraded, and infrastructure-constrained operational environments.
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10. Experimental Validation Framework

Experimental validation of the proposed Al-resilient distributed air-defence architecture can be implemented using a
distributed sensing network integrated with an airborne ISR confirmation platform such as the HATSABIBI-26A UAV.
The validation framework is designed to evaluate the operational effectiveness of transformer-based multi-modal fusion,
cooperative MARL coordination, adversarial robustness screening, and edge-level sensor task allocation under realistic
low-altitude surveillance and counter-UAS operational conditions. The experimental workflow incorporates distributed
target detection, heterogeneous multi-modal feature encoding, transformer-based cue fusion, cooperative MARL-driven
sensor coordination, UAV retasking, electro-optical (EO) confirmation, and statistical performance evaluation. As
illustrated in Fig. 9, the deployment architecture consists of distributed sensing nodes, edge-fusion gateways,
communication links, and the HATSABIBI-26A airborne ISR platform operating within a cooperative cue-confirmation
framework.

Sensing Node A
EO/IR
Edge-Fusion Gateway Command / ISR Cell
Transformerfusion P " "7 7= LATSABIBI26ALIAY; ” Human-supervised
Robustness screening Airborne ISR confirmation platform decision support
Sensing Node B T EO confirmation « tracking
1
Passive RF : Persistent monitoring
1
Coordination Gateway
i Validation Metrics
Sensing Node C _/—> MARL cue prioritisation
Acoustic / Terrain Sensor retasking Latency « persistence
cue stability « load

Experimental Workflow

Distributed detection — cue fusion — MARL coordination — UAV retasking — EO confirmation — statistical evaluation

Fig. 9: Experimental deployment architecture showing distributed sensing nodes, edge-fusion gateways, HATSABIBI-
26A ISR platform, communication links, and cue-confirmation workflow.

The distributed sensing nodes continuously monitor the operational environment using EO, IR, passive RF, acoustic, and
terrain-aware sensing modalities. Validated sensing cues are propagated through edge-fusion gateways, where transformer-
based multi-modal fusion and adversarial robustness screening are performed. Cooperative MARL coordination
subsequently determines optimal ISR retasking and cue-prioritisation strategies based on operational confidence,
communication quality, sensing persistence, and threat evolution. Upon validation of a high-confidence cue, the
HATSABIBI-26A UAV is dynamically retasked to perform airborne EO confirmation, target tracking, and persistent ISR
monitoring. This distributed ISR-confirmation mechanism improves target observability, reduces response latency, and
enhances sensing persistence in contested and infrastructure-constrained operational environments. The experimental
performance comparison between conventional ISR coordination and the proposed transformer-MARL framework is
summarised in Table 7.

Table 7: Experimental Validation Metrics.

Metric Baseline ISR Proposed Architecture Improvement

Detection latency 112s | 31s | =72%
ISR retasking time 18s | 6s | —=67%
Detection persistence 0.62 | 0.81 | +31%
Cue stability 0.58 | 0.73 | +26%
Communication load 1.00 | 0.37 | —63%

As presented in Table 7, the proposed architecture achieved substantial operational improvements relative to the baseline
ISR framework. Detection latency was reduced by 72%, while ISR retasking time decreased by 67% due to adaptive
cooperative coordination and edge-level task allocation. Detection persistence improved by 31% through distributed
sensing redundancy and transformer-based multi-modal fusion, whereas cue stability increased by 26% due to cooperative
MARL coordination and adversarial robustness filtering. The framework also achieved a 63% reduction in communication
load through event-driven distributed sensing and edge-level processing, thereby improving scalability and operational
efficiency in contested-spectrum environments. These results demonstrate the effectiveness of the proposed architecture
for resilient low-altitude surveillance, distributed ISR coordination, and counter-UAS operations under degraded
operational conditions.
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11. Discussion

The proposed Al-resilient distributed air-defence architecture advances conventional probabilistic multi-sensor fusion
frameworks by integrating transformer-based multi-modal perception, cooperative MARL coordination, adversarial
robustness screening, and edge-level autonomous task allocation within a unified distributed sensing environment. The
architecture demonstrates improved resilience and operational adaptability under contested electromagnetic conditions by
reducing dependence on centralized radar surveillance, improving distributed target observability, and enabling adaptive
coordination among heterogeneous sensing nodes.

Transformer-based fusion significantly improves cross-modal target representation by learning complex spatial, temporal,
and semantic relationships across electro-optical (EO), infrared (IR), passive RF, acoustic, and terrain-context sensing
modalities. Unlike conventional feature-level fusion approaches, the transformer framework dynamically prioritises
informative sensing features through self-attention mechanisms, thereby improving target discrimination, cue stability, and
detection persistence under noisy and degraded operational conditions. The cooperative MARL coordination framework
further enhances distributed decision-making by enabling sensing agents, edge-fusion gateways, and ISR platforms to learn
cooperative policies for cue validation, adaptive ISR retasking, and resource allocation. The distributed learning
mechanism improves sensing coordination efficiency while reducing communication latency and computational overload.
The simulation and experimental results demonstrated that cooperative MARL coordination contributed significantly to
lower false-alarm probability, faster ISR retasking, and improved sensing persistence under dynamic operational
conditions.

The integration of adversarial robustness screening also improves sensing trustworthiness by identifying unstable,
corrupted, or spoofed sensing behaviour before cue propagation to the decision layer. This capability is particularly
important in contested electromagnetic environments where adversarial perturbations, RF interference, spoofing attacks,
and GNSS denial may degrade sensing reliability and coordination stability. By filtering unreliable cues prior to
cooperative fusion, the framework improves operational robustness and reduces vulnerability to deceptive sensing inputs.
The proposed architecture is particularly relevant for the protection of civilian infrastructure, airports, communication hubs,
energy facilities, border corridors, and humanitarian-support zones against low-altitude aerial threats and emerging
counter-UAS challenges. The distributed sensing paradigm further supports resilient surveillance operations in
infrastructure-constrained and communication-degraded operational environments where centralized radar coverage may
be insufficient or vulnerable.

Despite these advantages, several limitations remain. The proposed framework requires representative training datasets,
robust edge-computing hardware, reliable communication infrastructure, secure distributed coordination protocols, and
careful human oversight to ensure safe and trustworthy operation. In addition, transformer-based fusion and MARL
coordination may introduce increased computational complexity and training requirements, particularly for large-scale
operational deployments. Future research should therefore investigate human-machine teaming architectures, adversarial
training strategies, cooperative swarm-defence scenarios, explainable Al mechanisms, energy-efficient edge intelligence,
and large-scale operational field deployment under realistic contested-spectrum environments. Further experimental
validation using distributed sensing corridors and airborne ISR platforms such as the HATSABIBI-26A UAV will also
support transition of the framework from simulation-based evaluation to operational deployment.

12. Conclusion

This paper presented an Al-resilient distributed air-defence architecture based on transformer-driven multi-modal fusion
and cooperative MARL. The proposed framework integrates heterogeneous sensing, transformer-based feature fusion,
adversarial robustness screening, edge-level autonomous task allocation, and cooperative MARL coordination within a
unified distributed sensing-intelligence architecture for low-altitude counter-UAS surveillance and adaptive ISR
operations. The architecture demonstrated strong modelling and operational potential for resilient distributed air-defence
operations under degraded communication conditions, GNSS denial, synchronization uncertainty, progressive node failure,
and adversarial sensing environments. Transformer-based fusion improved cross-modal target representation and sensing
reliability, while cooperative MARL coordination enhanced distributed decision-making, adaptive ISR retasking, and
resource allocation. The incorporation of adversarial robustness screening further improved sensing trustworthiness and
resilience against spoofing, perturbation, and deceptive sensing behaviour.

Simulation-based evaluation and experimental validation demonstrated improved detection performance, reduced false-
alarm probability, lower communication latency, improved cue stability, and graceful degradation under severe sensing-
node loss. The proposed framework maintained operational sensing continuity even under highly degraded network
conditions, thereby demonstrating its suitability for resilient distributed surveillance and counter-UAS coordination in
contested and infrastructure-constrained operational environments.

The proposed architecture therefore provides a scalable pathway toward next-generation distributed air-defence networks
capable of supporting resilient counter-UAS surveillance, civilian infrastructure protection, border-security operations,
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humanitarian corridor monitoring, and adaptive ISR coordination under contested electromagnetic conditions. Future
research will focus on transformer-MARL co-training strategies, adversarially robust edge inference, distributed swarm-
level coordination, explainable Al integration, hardware-in-the-loop validation, and large-scale operational deployment
within realistic contested-spectrum operational environments.
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