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I. INTRODUCTION 
The rapid proliferation of low-cost unmanned aerial systems (UASs) and autonomous drone swarms has significantly 

transformed the contemporary surveillance and air-defence landscape. Modern commercial drones increasingly possess 

capabilities such as autonomous navigation, beyond-line-of-sight communications, real-time video transmission, and 

cooperative swarm operations, creating new challenges for conventional defence architectures [15]–[19]. In particular, 

coordinated drone swarms can overwhelm traditional surveillance systems through distributed sensing, adaptive 

communication, and numerical saturation, making reliable detection, identification, and tracking of low-altitude aerial 

threats a critical operational requirement. Conventional radar remains the primary air-surveillance technology; however, 

its effectiveness is often reduced against small UASs operating at low altitude due to terrain masking, low radar cross-

sections, clutter, and electromagnetic interference [1]–[3]. These limitations have stimulated interest in complementary 

sensing modalities capable of providing persistent surveillance with reduced electromagnetic signatures. 
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 Abstract 

The proliferation of low-cost unmanned aerial systems (UASs) and autonomous drone swarms has created 

significant challenges for conventional radar-centric surveillance systems, particularly in low-altitude and contested 

electromagnetic environments. This paper presents a transformer-enhanced passive radio-frequency (RF) 

intelligence framework for counter-UAS operations that integrates software-defined radio (SDR) sensing, RF 

fingerprinting, passive localisation, spectrum-anomaly detection, and distributed electronic-intelligence (ELINT) 

fusion within a unified architecture. Unlike conventional RF-monitoring approaches, the proposed framework 

combines transformer-based temporal-frequency feature extraction with cooperative RF intelligence generation to 

improve emitter identification, threat localisation, and swarm-behaviour analysis while maintaining low 

communication overhead. RF acquisition and spectrum monitoring are performed using USRP B210, HackRF One, 

and BladeRF platforms, while transformer-based learning models provide robust classification of drone 

communication signals under interference, spectrum congestion, and contested-spectrum conditions. The 

framework was evaluated through 100,000 Monte Carlo simulation trials, SDR-assisted experimentation, contested-

spectrum emulation, RF fingerprinting assessment, and HATSABIBI-26A telemetry replay validation. 

Experimental results achieved a detection probability of 0.93, false-alarm probability of 0.05, classification 

accuracy of 0.93, localisation RMSE of 5.1 m, ELINT confidence of 0.92, and mean processing latency of 29 ms. 

Robustness analysis further demonstrated resilient operation under sensing-node failures, communication 

degradation, and spectrum congestion. The results indicate that transformer-enhanced passive RF intelligence 

provides a scalable, low-latency, and cost-effective capability for counter-UAS surveillance, critical-infrastructure 

protection, and future distributed air-defence systems. 
 

Keywords: Counter-UAS systems; Passive RF intelligence; Software-defined radio (SDR); Transformer-based RF 

classification; RF fingerprinting; Passive localisation; Electronic intelligence (ELINT); Drone-swarm detection. 
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Passive radio-frequency (RF) sensing has emerged as a promising counter-UAS approach because it exploits emissions 

associated with command-and-control links, telemetry transmissions, video streams, and swarm communications without 

requiring active transmission [19], [22]–[29]. Recent advances in software-defined radio (SDR) platforms, including USRP 

B210, HackRF One, and BladeRF, have further enabled flexible RF acquisition, spectrum monitoring, protocol analysis, 

RF fingerprinting, and passive localisation [42]–[45]. In parallel, transformer-based deep-learning architectures have 

demonstrated superior capability for modelling complex temporal-frequency relationships within RF spectrograms, 

improving classification accuracy and robustness compared with conventional machine-learning approaches [30]–[35]. 

Combined with advances in edge computing and distributed AI, these techniques support real-time RF intelligence 

generation in contested operational environments [38]–[41]. 
 

Despite these developments, most existing counter-UAS systems treat RF sensing, classification, localisation, and 

intelligence fusion as independent functions. This paper addresses this gap by presenting a unified passive RF threat-

detection and electronic-intelligence (ELINT) framework integrating SDR-assisted sensing, transformer-based RF feature 

extraction, RF fingerprinting, passive localisation, spectrum anomaly detection, and distributed ELINT fusion. The 

proposed architecture is intended to provide scalable, resilient, and low-latency surveillance capability for low-altitude 

UASs and autonomous drone swarms operating in contested electromagnetic environments. The major contributions of 

this paper are summarised as follows: 
 

• Development of a distributed passive RF intelligence architecture for low-altitude counter-UAS operations.  

• Integration of SDR-assisted sensing using USRP B210, HackRF One, and BladeRF platforms. 

• Development of transformer-based RF feature extraction and RF classification methodologies. 

• Formulation of passive RF localisation and distributed ELINT fusion mechanisms. 

• Development of spectrum anomaly-detection and swarm RF behaviour-analysis capabilities. 

• Experimental validation using SDR-assisted sensing, contested-spectrum emulation, and HATSABIBI-26A 

telemetry replay. 
 

The remainder of this paper is organised as follows. Section 2 presents the overall system architecture. Section 3 describes 

passive RF sensing and SDR-assisted acquisition. Section 4 develops the transformer-based RF feature extraction 

framework. Section 5 presents RF fingerprinting and emitter identification. Section 6 develops passive RF localisation and 

ELINT coordination. Section 7 models contested electromagnetic environments. Sections 8–10 present simulation, 

experimental validation, and robustness analysis. Finally, Sections 11–13 discuss operational implications, limitations, 

conclusions, and future research directions. 
 

 
Fig. 1: Overall passive RF intelligence architecture showing SDR sensing nodes, RF preprocessing, transformer-based RF 

feature extraction, RF fingerprint classification, passive localisation, and ELINT coordination. 
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2. System Architecture Overview 
The proposed passive RF intelligence architecture provides scalable, resilient, and low-latency surveillance capability for 

detecting, identifying, localising, and tracking low-altitude Unmanned Aerial Systems (UASs), autonomous drone swarms, 

and RF-enabled aerial threats. The framework integrates SDR-assisted sensing, transformer-based RF intelligence, RF 

fingerprinting, passive localisation, and Electronic Intelligence (ELINT) fusion within a unified distributed architecture. 

By leveraging distributed sensing, RF intelligence analytics, multisensor fusion, and cooperative tracking principles, the 

system improves detection persistence, localisation accuracy, spectrum awareness, and operational robustness in contested 

electromagnetic environments [4]–[8], [62]–[64]. 
 

Unlike conventional centralised RF-monitoring architectures that depend on a single observation point, the proposed 

framework employs geographically distributed sensing nodes that cooperate through the exchange of validated intelligence 

cues rather than raw RF observations. This significantly reduces communication overhead while improving resilience 

against node failures, spectrum congestion, and electronic attacks. The architecture comprises six principal functional 

layers, namely distributed RF sensing layer, RF preprocessing layer, transformer-based RF intelligence layer, RF 

fingerprinting layer, passive RF localisation layer, and ELINT fusion and decision-support layer. 
 

 
 

Fig. 2: Overall passive RF intelligence architecture showing distributed SDR sensing nodes, RF preprocessing, 

transformer-based intelligence extraction, RF fingerprinting, passive localisation, ELINT fusion, and operator decision 

support. 
 

2.1 Distributed RF Sensing 
The distributed RF sensing layer provides the first stage of threat detection and spectrum awareness. Multiple sensing 

nodes equipped with Software Defined Radios (SDRs), including USRP B210, HackRF One, and BladeRF platforms, 

continuously monitor designated frequency bands for drone-related communications, telemetry transmissions, video 

downlinks, and swarm-coordination signals. The distributed sensing topology is represented using a graph-theoretic 

communication model: 
 

𝐺 = (𝑉, 𝐸)                                      (1) 
 

where: 𝑉 denotes the set of sensing nodes and 𝐸 denotes communication links between neighbouring nodes.  
 

Equation (1) models the sensing network as a distributed graph in which sensing nodes exchange validated RF cues and 

intelligence products. The sensing-node density is defined as: 
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𝜌𝑠 =
𝑁𝑠

𝐴
                                            (2) 

 
where: 𝑁𝑠 denotes the number of sensing nodes and 𝐴 denotes the surveillance area. 

 
Higher sensing-node density improves RF coverage continuity, passive-localisation accuracy, and detection persistence by 

reducing coverage gaps and increasing observation redundancy [63], [64]. The cumulative detection probability across the 

sensing network can be expressed as: 

 

𝑃𝐷
(𝑛𝑒𝑡)

= 1 − ∏(1 −

𝑁𝑠

𝑖=1

𝑃𝑖)             (3) 

 
where 𝑃𝑖 represents the local detection probability of sensing node 𝑖. This relationship demonstrates the benefits of 

cooperative sensing in improving network-level surveillance performance. 

 

2.2 RF Preprocessing 
The RF preprocessing layer performs signal acquisition, filtering, channelisation, noise suppression, interference 

mitigation, and spectrogram generation. These operations prepare the RF observations for transformer-based intelligence 

extraction. The received signal at sensing node 𝑖is modelled as: 

 

𝑟𝑖(𝑡) = 𝑠𝑖(𝑡) + 𝑛𝑖(𝑡) + 𝑗𝑖(𝑡)   (4) 
 
where:  𝑠𝑖(𝑡) denotes the RF signal of interest, 𝑛𝑖(𝑡)denotes environmental noise. 𝑗𝑖(𝑡) denotes interference and jamming 

signals. The average received signal power estimate is calculated as: 

 

𝑃̂𝑖 =
1

𝑁
∑ ∣

𝑁

𝑛=1

𝑥𝑖[𝑛] ∣2                   (5) 

 
where: 𝑥𝑖[𝑛] denotes the acquired I/Q samples. 𝑁denotes the number of samples.  

An RF event is declared when: 

𝑃̂𝑖 > 𝜏𝐸                                            (6) 
 
where: 𝜏𝐸 denotes the detection threshold. Signals satisfying Equation (6) are forwarded for feature extraction and 

intelligence analysis. To quantify received-signal quality, the Signal-to-Interference-plus-Noise Ratio (SINR) is expressed 

as: 

 

𝑆𝐼𝑁𝑅 =
𝑃𝑠

𝑃𝑛 + 𝑃𝑗
                        (7) 

 
where: 𝑃𝑠 denotes signal power, 𝑃𝑛 denotes noise power and 𝑃𝑗 denotes interference power.  Higher SINR values generally 

improve classification accuracy and emitter-identification performance. 

 

2.3 Transformer-Based RF Intelligence 
The transformer-based RF intelligence layer processes RF spectrograms to extract temporal and spectral patterns associated 

with drone communications, frequency hopping, burst transmissions, and swarm behaviour [30]–[35]. The embedded RF 

feature representation is expressed as: 

 

𝐹𝑅𝐹 ∈ ℝ𝑁×𝑑                                (8) 
 
where: 𝑁 denotes RF tokens and 𝑑 denotes embedding dimensionality. The transformer self-attention mechanism is 

represented as: 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉) = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝑘

) 𝑉                                    (9) 
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where: 𝑄, 𝐾, and 𝑉 denote query, key and value matrices and 𝑑𝑘 denotes key-vector dimensionality. The transformer output 

representation becomes: 

 

𝐹𝑇 = 𝑇𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚𝑒𝑟(𝐹𝑅𝐹) (10) 
 

This feature representation captures long-range communication dependencies and RF behavioural patterns that may not be 

observable using conventional CNN- or LSTM-based approaches. Threat-classification confidence is subsequently 

obtained through: 

 

𝐶𝑅𝐹 = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥(𝐹𝑇𝑊𝐶 + 𝑏𝐶) (11) 
 

where: 𝑊𝐶  denotes classifier weights and 𝑏𝐶  denotes classifier bias. 

 

2.4 RF Fingerprinting and Passive Localisation 
RF fingerprinting exploits hardware-dependent transmitter characteristics for emitter identification. Since manufacturing 

imperfections produce unique RF signatures, individual drone transmitters can often be identified even when 

communication payloads are encrypted. Each emitter fingerprint is represented as: 

Γ𝑖 = [𝜇𝑓, 𝜎𝑓, Δ𝑓, 𝜌𝑚, 𝐵𝑤] (12) 
 

where: 𝜇𝑓 denotes mean carrier frequency, 𝜎𝑓denotes frequency variance, Δ𝑓denotes frequency drift, 𝜌𝑚 denotes 

modulation characteristics and 𝐵𝑤 denotes occupied bandwidth. The posterior probability of emitter class 𝐶𝑖is given by: 

𝑃(𝐶𝑖 ∣ Γ) =
𝑃(Γ ∣ 𝐶𝑖)𝑃(𝐶𝑖)

∑ 𝑃(Γ ∣
𝑀

𝑗=1
𝐶𝑗)𝑃(𝐶𝑗)

(13) 

 
where 𝑀denotes the number of known emitter classes. Emitter localisation is performed using Time Difference of Arrival 

(TDOA), Angle of Arrival (AOA), Received Signal Strength (RSS), and cooperative multilateration algorithms. The 

emitter position vector is expressed as: 

 

𝑝 = [𝑥, 𝑦, 𝑧]𝑇 (14) 
 

The estimated emitter location is obtained through: 

 

𝑝̂ = arg min 
𝑝

∑(

𝑁

𝑖=1

𝑑𝑖 − 𝑑̂𝑖)2 (15) 

 

where: 𝑑𝑖 denotes actual range measurements and 𝑑̂𝑖denotes estimated ranges. This optimisation minimises localisation 

error and improves geolocation accuracy. 

 

2.5 ELINT Fusion and Edge Processing 
The ELINT fusion layer integrates sensing, classification, localisation, and anomaly-analysis outputs to generate 

a unified threat picture for operators and command systems. The overall ELINT confidence score is defined as: 

 
𝐶𝐸 = 𝛼𝑃𝐷 + 𝛽𝐶𝑅𝐹 + 𝛾𝐶𝐿 + 𝛿𝐶𝑄 (16) 

 

subject to: 

𝛼 + 𝛽 + 𝛾 + 𝛿 = 1 (17) 
 

where: 𝑃𝐷 denotes detection confidence, 𝐶𝑅𝐹 denotes RF-classification confidence, 𝐶𝐿 denotes localisation confidence and 

𝐶𝑄 denotes cue-quality confidence. Threat prioritisation is subsequently performed using: 

𝑅𝑖 = 𝛼𝑇𝑖 + 𝛽𝐿𝑖 + 𝛾𝐴𝑖 (18) 
 

Page 83 

https://doi.org/10.5281/zenodo.20476208


Citation: Imam, A. S., Musa, A., Rabo, H. G., & Baballe, M. A. (2026). Passive RF Threat Detection and Electronic Intelligence for Low-
Altitude Counter-UAS Operations Using SDR-Assisted Sensing and Transformer-Based RF Intelligence. In ICON Journal of 
Engineering applications of artificial intelligence (Vol. 2, Number 5, pp. 79–111). https://doi.org/10.5281/zenodo.20476208 

 
 

 

    

where: 𝑇𝑖 denotes threat confidence, 𝐿𝑖 denotes localisation confidence and 𝐴𝑖 denotes anomaly confidence. The resulting 

threat-ranking metric supports prioritised operator responses and counter-UAS decision making. 

 
To minimise communication bandwidth consumption, sensing nodes transmit validated intelligence cues rather than raw 

RF observations. The communication-reduction factor is defined as: 

 

𝐵𝑟 =
𝑁𝑐𝑢𝑒

𝑁𝑟𝑎𝑤
                                            (19) 

 
where: 𝑁𝑐𝑢𝑒 denotes transmitted intelligence cues, 𝑁𝑟𝑎𝑤 denotes raw RF observations. Lower values of 𝐵𝑟indicate 

improved communication efficiency and reduced network congestion [38]–[41]. 

 
The proposed architecture establishes the foundation for distributed passive RF intelligence by integrating SDR-assisted 

sensing, RF preprocessing, transformer-based RF intelligence extraction, RF fingerprinting, passive localisation, and 

ELINT fusion within a unified operational framework. Through distributed cue sharing, cooperative localisation, and 

transformer-driven RF analytics, the architecture provides robust detection, identification, localisation, and tracking of low-

altitude UASs and autonomous drone swarms operating in contested electromagnetic environments. The subsequent 

sections describe the passive RF sensing subsystem, transformer-based RF intelligence extraction mechanisms, RF 

fingerprinting methodologies, passive localisation algorithms, and experimental validation framework in greater detail. 

 

3. Passive RF Sensing and SDR-Assisted Acquisition 
Passive RF sensing forms the foundation of the proposed electronic-intelligence architecture. Unlike conventional radar 

systems that actively transmit electromagnetic energy, passive RF sensing exploits naturally occurring RF emissions 

generated by UASs, telemetry links, video downlinks, ground-control stations, and swarm communication networks [19], 

[22]–[29]. This approach provides covert surveillance capability, reduced electromagnetic observability, lower deployment 

cost, and improved survivability in contested environments. The sensing architecture integrates RF spectrum monitoring, 

signal acquisition, event detection, spectral feature extraction, RF cue generation, and communication-behaviour analysis. 

 

 
Fig. 3: SDR-assisted passive RF sensing workflow showing RF acquisition, preprocessing, event detection, spectrogram 

generation, and cue extraction. 

 

3.1 SDR Hardware Architecture 
The sensing subsystem employs a heterogeneous SDR network comprising the USRP B210 for RF intelligence and passive 

localisation, HackRF One for spectrum monitoring and reconnaissance, and BladeRF for FPGA-assisted RF processing 

and protocol analysis. The key hardware characteristics and operational roles of the selected SDR platforms are summarised 

in Table 2. The combination of these complementary platforms provides broad frequency coverage, flexible signal-

processing capability, and support for distributed RF surveillance operations. 
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Table 2: SDR Hardware Configuration 

Platform Frequency Coverage Primary Function 

Platform Frequency Coverage Primary Function 

USRP B210 70 MHz–6 GHz RF intelligence and localisation 

HackRF One 1 MHz–6 GHz Spectrum monitoring 

BladeRF 47 MHz–6 GHz FPGA-assisted RF processing 
 

The distributed architecture improves coverage continuity, localisation accuracy and sensing redundancy. 

 

3.2 RF Signal Acquisition and Detection 
The received RF signal at sensing node 𝑖 is represented as: 

 

𝑟𝑖(𝑡) = 𝑠𝑖(𝑡) + 𝑛𝑖(𝑡) + 𝑗𝑖(𝑡) (15) 
 

where 𝑠𝑖(𝑡), 𝑛𝑖(𝑡) and 𝑗𝑖(𝑡) denote the signal of interest, noise, and interference respectively. The acquired I/Q samples 

are expressed as: 

 

𝑥𝑖[𝑛] = 𝐼𝑖[𝑛] + 𝑗𝑄𝑖[𝑛] (16) 
 

The average received power estimate becomes: 

 

𝑃̂𝑖 =
1

𝑁
∑ ∣

𝑁

𝑛=1

𝑥𝑖[𝑛] ∣2 (17) 

 
An RF event is declared when: 

𝐸𝑖 = ∑ ∣

𝑁

𝑛=1

𝑥𝑖[𝑛] ∣2> 𝜏𝐸 (18) 

 
The corresponding detection and false-alarm probabilities are: 

 

𝑃𝐷 = 𝑃(𝐸𝑖 > 𝜏𝐸 ∣ 𝐻1) (19) 

 
𝑃𝐹𝐴 = 𝑃(𝐸𝑖 > 𝜏𝐸 ∣ 𝐻0) (20) 

 

3.3 Spectrum Monitoring and Spectrogram Generation 
Spectrum occupancy is defined as: 

𝑂𝑓 =
𝐵𝑢𝑠𝑒𝑑

𝐵𝑡𝑜𝑡𝑎𝑙
(21) 

 
while spectrum utilisation is given by: 

𝑈𝑓 =
𝑇𝑎𝑐𝑡𝑖𝑣𝑒

𝑇𝑜𝑏𝑠
(22) 

 
To enable transformer-based analysis, RF signals are transformed into time-frequency representations using the Short-

Time Fourier Transform (STFT): 

𝑋(𝜏, 𝑓) = ∫ 𝑥(𝑡)𝑤(𝑡 − 𝜏)𝑒−𝑗2𝜋𝑓𝑡𝑑𝑡 (23) 
 

The resulting spectrogram becomes: 

𝑆(𝜏, 𝑓) =∣ 𝑋(𝜏, 𝑓) ∣2 (24) 
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Fig. 4: RF spectrogram generation process showing I/Q acquisition, STFT processing and time-frequency representation. 

 

3.4 RF Cue Generation 
Following detection, candidate RF cues are generated as: 

 

𝐶𝑖 = {𝑓𝑐 , 𝐵𝑤, 𝑃𝑟 , 𝑇𝑏} (25) 
 

where 𝑓𝑐 , 𝐵𝑤, 𝑃𝑟, and 𝑇𝑏 denote carrier frequency, bandwidth, received power, and burst duration respectively. The cue-

confidence score is expressed as: 

 

𝐶𝐷 = 𝛼𝑃𝐷 + 𝛽𝑈𝑓 + 𝛾𝑆𝑞 (26) 
 

subject to: 

𝛼 + 𝛽 + 𝛾 = 1 (27) 
 

where 𝑆𝑞 denotes signal quality. 
 

3.5 Distributed Cooperative RF Sensing 
Neighbouring sensing nodes exchange validated RF cues rather than raw RF samples, significantly reducing 

communication overhead while improving surveillance persistence. The distributed detection probability is: 

𝑃𝐷
(𝑁)

= 1 − ∏(1 −

𝑁

𝑖=1

𝑃𝑖) (28) 

 
The communication-reduction factor becomes: 

 

𝐵𝑟 =
𝑁𝑐𝑢𝑒

𝑁𝑟𝑎𝑤
(29) 

 
where 𝑁𝑐𝑢𝑒and 𝑁𝑟𝑎𝑤 denote transmitted cues and raw RF observations respectively. 

 

3.6 Software Environment 
The implementation environment integrates GNU Radio, SDR++, GQRX, Universal Radio Hacker (URH), Python, 

NumPy, SciPy, PyTorch, and TensorFlow. These tools collectively support SDR acquisition, spectrum monitoring, 

protocol analysis, spectrogram generation, transformer-based RF intelligence and distributed ELINT coordination. 
 

The passive RF sensing subsystem provides the primary sensing capability of the proposed architecture through SDR-

assisted acquisition, energy-based detection, spectrum monitoring, spectrogram generation, cue extraction and distributed 

cooperative sensing. The generated RF cues and time-frequency representations form the inputs to the transformer-based 

RF intelligence and RF fingerprinting modules discussed in the next section.  
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4. Transformer-Based RF Feature Extraction 
Following RF acquisition and preprocessing, the extracted RF signals are transformed into time-frequency representations 

and analysed using a transformer-based RF intelligence framework. Transformer architectures employ self-attention 

mechanisms to learn long-range temporal-frequency dependencies and have demonstrated superior performance in RF 

signal classification, spectrum intelligence, communication analysis, and emitter identification compared with 

conventional convolutional and recurrent neural-network architectures [30]–[35]. The proposed framework utilises 

transformer-based feature extraction for RF emitter classification, communication-pattern recognition, spectrum anomaly 

detection, swarm-behaviour analysis, and electronic-intelligence generation. 

 

 
Fig. 5: Transformer-based RF intelligence architecture showing spectrogram generation, token embedding, self-attention 

processing, feature fusion, and RF classification. 

 

4.1 RF Spectrogram Representation and Embedding 
The SDR-acquired RF signals are converted into time-frequency representations using the Short-Time Fourier Transform 

(STFT) [14]: 

 

𝑋(𝜏, 𝑓) = ∫ 𝑥(𝑡)𝑤(𝑡 − 𝜏)
+∞

−∞

𝑒−𝑗2𝜋𝑓𝑡𝑑𝑡 (21) 

 
where 𝑥(𝑡) denotes the RF signal, 𝑤(𝑡)is the analysis window, 𝜏represents time, and 𝑓denotes frequency. The 

corresponding spectrogram is represented as: 

 

𝑆(𝜏, 𝑓) =∣ 𝑋(𝜏, 𝑓) ∣2 (22) 
 

The spectrogram is subsequently embedded into a high-dimensional feature space: 

 

𝐹𝑅𝐹 = 𝜙(𝑆) (23) 
 

where 𝜙(⋅) denotes the embedding operation.The resulting token matrix becomes: 

 

𝐹𝑅𝐹 ∈ ℝ𝑁×𝑑 (24) 
 

where 𝑁 denotes the number of RF tokens and 𝑑 represents embedding dimensionality. To preserve temporal-frequency 

relationships, positional embeddings are incorporated: 

 

𝐸 = 𝐹𝑅𝐹 + 𝑃 (25) 
 

where 𝑃 denotes positional encoding vectors. 
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4.2 Multi-Head Self-Attention and Feature Fusion 
The transformer encoder employs self-attention to model global dependencies across RF spectrograms [30], [31]. Query, 

key, and value matrices are computed as: 
 

𝑄 = 𝐸𝑊𝑄 (26) 
𝐾 = 𝐸𝑊𝐾 (27) 
𝑉 = 𝐸𝑊𝑉  (28) 

 
where 𝑊𝑄, 𝑊𝐾  and 𝑊𝑉  are trainable projection matrices. The scaled dot-product attention mechanism becomes: 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉) = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝑘

) 𝑉 (29) 

 
where 𝑑𝑘 denotes key-vector dimensionality. The multi-head attention operation is expressed as: 

 

𝑀𝐻𝐴 = 𝐶𝑜𝑛𝑐𝑎𝑡(𝐻1, 𝐻2, … , 𝐻ℎ)𝑊𝑂 (30) 
 

where 𝐻𝑖 denotes attention head 𝑖, ℎis the number of attention heads, and 𝑊𝑂denotes output projection weights. The 

transformer encoder subsequently generates a unified RF representation: 

 

𝐹𝑓𝑢𝑠𝑒𝑑 = 𝑇𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚𝑒𝑟(𝐸) (31) 
 

which captures spectral behaviour, temporal evolution, protocol structures, modulation characteristics, and communication 

dynamics. 

 

4.3 RF Classification and Anomaly Detection 
The posterior probability of emitter class 𝐶𝑖 is estimated as: 

 

𝑃(𝐶𝑖 ∣ 𝐹𝑓𝑢𝑠𝑒𝑑) =
𝑃(𝐹𝑓𝑢𝑠𝑒𝑑 ∣ 𝐶𝑖)𝑃(𝐶𝑖)

∑ 𝑃(
𝑀

𝑗=1
𝐹𝑓𝑢𝑠𝑒𝑑 ∣ 𝐶𝑗)𝑃(𝐶𝑗)

(32) 

 
The predicted emitter class becomes: 

 

𝐶̂ = arg max 
𝑖

𝑃(𝐶𝑖 ∣ 𝐹𝑓𝑢𝑠𝑒𝑑) (33) 

 
while the corresponding classification confidence is: 

 

𝐶𝑅𝐹 = max 
𝑖

𝑃(𝐶𝑖 ∣ 𝐹𝑓𝑢𝑠𝑒𝑑) (34) 

 
subject to: 

0 ≤ 𝐶𝑅𝐹 ≤ 1 (35) 
 

Transformer feature representations are also exploited for anomaly detection. The anomaly score is defined as: 

 

𝐴𝑡 =
∥ 𝐹𝑜𝑏𝑠 − 𝐹𝑒𝑥𝑝 ∥

𝜎𝑡
(36) 

 
where 𝐹𝑜𝑏𝑠 and 𝐹𝑒𝑥𝑝 denote observed and expected RF features, respectively. An anomaly is declared when: 

𝐴𝑡 > 𝜏𝐴 (37) 
 

where 𝜏𝐴 denotes the anomaly threshold. The anomaly confidence score becomes: 

 

𝐶𝐴 = 1 − 𝑒−𝐴𝑡 (38) 
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Detected anomalies may indicate drone activity, swarm communications, RF spoofing, protocol switching, or interference 

events. 

 

4.4 Swarm Communication Analysis 
Autonomous drone swarms frequently exhibit correlated communication behaviour that differs significantly from 

individual drone transmissions [22]–[25]. The swarm communication correlation metric is expressed as: 

𝑆𝑅 =
1

𝑁
∑ 𝜌𝑖

𝑁

𝑖=1

(39) 

 
where 𝜌𝑖 denotes communication correlation. The corresponding swarm-confidence estimate becomes: 

𝐶𝑠𝑤𝑎𝑟𝑚 = 𝑃(𝑆 ∣ 𝐹𝑓𝑢𝑠𝑒𝑑) (40) 
 

where 𝑆 denotes swarm behaviour. High values of 𝐶𝑠𝑤𝑎𝑟𝑚indicate coordinated communication activity consistent with 

autonomous swarm operations. 

 

4.5 Computational Complexity 
The approximate transformer computational workload is: 

 

𝐹𝑇𝐹 = 2𝑁2𝑑 + 4𝑁𝑑2 (41) 
 

while the corresponding memory requirement becomes: 

 

𝑀𝑇𝐹 = 4𝑁𝑑 + 4𝑁2 (42) 
 

The inference throughput is represented as: 

𝑅𝑖𝑛𝑓 =
𝑁𝑝𝑟𝑜𝑐

𝑇𝑖𝑛𝑓
(43) 

 
where 𝑁𝑝𝑟𝑜𝑐 denotes processed samples and 𝑇𝑖𝑛𝑓 denotes inference time. The overall processing latency becomes: 

𝑇𝑡𝑜𝑡𝑎𝑙 = 𝑇𝑆𝑇𝐹𝑇 + 𝑇𝑒𝑚𝑏𝑒𝑑 + 𝑇𝑎𝑡𝑡𝑛 + 𝑇𝑐𝑙𝑎𝑠𝑠 (44) 
 

where 𝑇𝑆𝑇𝐹𝑇, 𝑇𝑒𝑚𝑏𝑒𝑑, 𝑇𝑎𝑡𝑡𝑛, and 𝑇𝑐𝑙𝑎𝑠𝑠 denote spectrogram-generation, embedding, attention-processing, and classification 

latencies, respectively. These metrics provide useful indicators for evaluating real-time deployment feasibility on 

embedded GPU and edge-computing platforms [38]–[41]. 

 

Table 3: Transformer RF Processing Parameters 
Parameter Description  

𝑁 Number of RF tokens  

𝑑 Embedding dimension  

𝑑𝑘 Key-vector dimension  

𝐹𝑓𝑢𝑠𝑒𝑑 Transformer-fused RF feature vector  

𝐶𝑅𝐹 RF classification confidence  

𝐴𝑡 Anomaly score  

𝐶𝐴 Anomaly confidence  

𝐶𝑠𝑤𝑎𝑟𝑚 Swarm-confidence estimate  

𝐹𝑇𝐹 Computational workload  

𝑀𝑇𝐹 Memory requirement  

 

The transformer-based RF intelligence subsystem converts raw RF observations into actionable intelligence products 

through feature extraction, classification, anomaly detection, and swarm-behaviour analysis. As indicated in Table 4, the 

framework integrates both operational intelligence metrics and computational-performance parameters required for real-

time deployment assessment. These outputs provide the foundation for RF fingerprinting, passive localisation, and ELINT 

fusion discussed in the subsequent section. 

 

 

Page 89 

https://doi.org/10.5281/zenodo.20476208


Citation: Imam, A. S., Musa, A., Rabo, H. G., & Baballe, M. A. (2026). Passive RF Threat Detection and Electronic Intelligence for Low-
Altitude Counter-UAS Operations Using SDR-Assisted Sensing and Transformer-Based RF Intelligence. In ICON Journal of 
Engineering applications of artificial intelligence (Vol. 2, Number 5, pp. 79–111). https://doi.org/10.5281/zenodo.20476208 

 
 

 

    

5. RF Fingerprinting and Emitter Identification 
Following transformer-based RF feature extraction, the proposed architecture performs RF fingerprinting and emitter 

identification to determine the source of detected RF emissions. Unlike protocol-based classification approaches, RF 

fingerprinting exploits hardware-dependent characteristics embedded within RF signals and remains effective even when 

communications are encrypted [22]–[25]. This capability supports drone-platform identification, ground-control-station 

attribution, swarm-member classification, RF emitter tracking, and electronic-intelligence generation. 

 

 
 

Fig. 6: RF fingerprinting and emitter-identification architecture showing fingerprint generation, classification, confidence 

estimation, and ELINT integration. 

 

5.1 RF Fingerprint Representation 
Each RF emitter exhibits unique characteristics arising from oscillator instabilities, modulation imperfections, transient 

behaviour, and spectral artefacts. The RF fingerprint vector is represented as: 

 

Γ𝑖 = [𝜇𝑓 , 𝜎𝑓, Δ𝑓, 𝜌𝑚, 𝑇𝑏, 𝐵𝑤 , 𝑆𝑝] (45) 
 

where 𝜇𝑓, 𝜎𝑓, Δ𝑓, 𝜌𝑚, 𝑇𝑏, 𝐵𝑤, and 𝑆𝑝 denote carrier-frequency, modulation, burst-duration, bandwidth, and spectral 

features. The fingerprint database becomes: 

 

ℱ = {Γ1, Γ2, … , Γ𝑀} (46) 
 

where 𝑀 denotes the number of known emitter classes. 

 

5.2 Frequency and Modulation Features 
Frequency stability provides one of the most discriminative RF fingerprinting features. The instantaneous frequency drift 

is expressed as: 

 

Δ𝑓 = 𝑓𝑜𝑏𝑠 − 𝑓𝑛𝑜𝑚 (47) 
 

where 𝑓𝑜𝑏𝑠 and 𝑓𝑛𝑜𝑚 denote observed and nominal carrier frequencies. The corresponding frequency-stability metric 

becomes: 

𝑆𝑓 =
1

𝑁
∑(Δ

𝑁

𝑖=1

𝑓𝑖)2 (48) 
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Modulation-related features are represented as: 

 

𝑀𝑓 = [𝐴𝑚 , 𝜙𝑚, 𝑅𝑠 , 𝐵𝑤] (49) 

 
where 𝐴𝑚, 𝜙𝑚, 𝑅𝑠 and 𝐵𝑤 denote amplitude, phase, symbol-rate, and bandwidth characteristics. 

 
The modulation similarity between emitters is computed as: 

𝑆𝑚 =
𝑀𝑖 ⋅ 𝑀𝑗

∥ 𝑀𝑖 ∥∥ 𝑀𝑗 ∥
(50) 

 
Higher values indicate stronger similarity between emitter signatures. 

 

5.3 Transformer-Assisted Classification 
The extracted fingerprint features are classified using the transformer-generated feature representation from Section 4. The 

posterior probability of emitter class 𝐶𝑖 becomes: 

 

𝑃(𝐶𝑖 ∣ Γ𝑖) =
𝑃(Γ𝑖 ∣ 𝐶𝑖)𝑃(𝐶𝑖)

∑ 𝑃(
𝑗

Γ𝑖 ∣ 𝐶𝑗)𝑃(𝐶𝑗)
(51) 

 
The identified emitter class is: 

𝐶̂ = arg max 
𝑖

𝑃(𝐶𝑖 ∣ Γ𝑖) (52) 

 
while the corresponding classification confidence becomes: 

 

𝐶𝑅𝐹 = max 
𝑖

𝑃(𝐶𝑖 ∣ Γ𝑖) (53) 

 
subject to: 

0 ≤ 𝐶𝑅𝐹 ≤ 1 (54) 
 

The transformer architecture improves classification accuracy by learning complex relationships among spectral, temporal, 

and modulation features [30]–[35]. 
 

5.4 Emitter Identification Performance 
Emitter-identification performance is evaluated using standard classification metrics. Identification accuracy is defined as: 

𝐴𝑐𝑐 =
𝑁𝑐𝑜𝑟𝑟𝑒𝑐𝑡

𝑁𝑡𝑜𝑡𝑎𝑙
(55) 

 
Precision, recall, and F1-score are expressed as: 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
(56) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
(57) 

 

𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
(58) 

 
where 𝑇𝑃, 𝐹𝑃, and 𝐹𝑁 denote true positives, false positives, and false negatives, respectively. 
 

5.5 Swarm RF Behaviour and Intelligence Generation 
Autonomous drone swarms frequently exhibit synchronised transmissions, coordinated burst activity, shared 

communication channels, and correlated telemetry exchanges. These characteristics can be exploited to estimate swarm 

activity, identify coordinated behaviours, and support threat assessment [22]–[25]. The final RF intelligence output 

comprises emitter identity, classification confidence, communication characteristics, swarm indicators, and localisation-
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support information. The principal RF fingerprinting and classification parameters utilised by the proposed framework are 

summarised in Table 4. 

 

Table 4: RF Fingerprint Parameters 
Parameter Description  

𝜇𝑓 Mean carrier frequency  

𝜎𝑓 Frequency variance  

Δ𝑓 Frequency drift  

𝜌𝑚 Modulation characteristics  

𝑇𝑏 Burst duration  

𝐵𝑤 Occupied bandwidth  

𝑆𝑝 Spectral peak characteristics  

𝐶𝑅𝐹 Classification confidence  

𝐴𝑐𝑐 Identification accuracy  

𝐹1 F1-score  

 

6. Passive RF Localisation and ELINT Coordination 
Following RF detection and emitter identification, the proposed architecture performs passive RF localisation to estimate 

the positions of drone transmitters, ground-control stations, relay nodes, and swarm communication sources. Unlike radar-

based tracking systems, passive RF localisation exploits naturally occurring emissions associated with command-and-

control links, telemetry transmissions, video streams, and swarm communications while maintaining a low probability of 

detection [26]–[29]. The localisation subsystem integrates Time Difference of Arrival (TDOA), Angle of Arrival (AOA), 

Received Signal Strength (RSS), cooperative multilateration, and ELINT confidence fusion. 

 

 
Fig. 7: Passive RF localisation and ELINT coordination architecture showing distributed SDR sensing nodes, TDOA/AOA 

estimation, cooperative multilateration, threat tracking, and ELINT fusion. 

 

6.1 Passive RF Localisation Framework 
The emitter position is represented as: 

𝐩 = [𝑥, 𝑦, 𝑧]𝑇 (59) 
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while the position of sensing node 𝑖becomes: 

 

𝐒𝑖 = [𝑥𝑖 , 𝑦𝑖 , 𝑧𝑖]
𝑇 (60) 

 
The Euclidean distance between the emitter and sensing node is: 

 

𝑑𝑖 = √(𝑥 − 𝑥𝑖)2 + (𝑦 − 𝑦𝑖)2 + (𝑧 − 𝑧𝑖)
2 (61) 

 
The localisation objective is formulated as: 

𝐩 = arg min 
𝐩

∑(

𝑁

𝑖=1

𝑑𝑖 − 𝑑̂𝑖)2 (62) 

 

where 𝑑𝑖 and 𝑑̂𝑖  denote true and estimated distances, respectively. 

 

6.2 TDOA and AOA Localisation 
TDOA localisation exploits differences in signal arrival times at multiple sensing nodes. The arrival-time difference 

between sensing nodes 𝑖and 𝑗becomes: 

 

Δ𝑡𝑖𝑗 = 𝑡𝑖 − 𝑡𝑗 (63) 
 

The corresponding range difference is: 

Δ𝑑𝑖𝑗 = 𝑐Δ𝑡𝑖𝑗 (64) 
 

where 𝑐denotes the speed of electromagnetic propagation. Each TDOA measurement generates a hyperbolic localisation 

constraint: 

𝑑𝑖 − 𝑑𝑗 = Δ𝑑𝑖𝑗 (65) 
 

AOA localisation estimates the direction toward the emitter: 

 

𝜃𝑖 = tan −1 (
𝑦 − 𝑦𝑖

𝑥 − 𝑥𝑖
) (66) 

 
The combination of TDOA and AOA measurements significantly improves localisation accuracy and robustness [26], [27]. 

 

6.3 RSS Localisation and Cooperative Fusion 
RSS localisation exploits received signal power variations to estimate emitter range. The logarithmic path-loss model 

becomes: 

𝑃𝐿(𝑑) = 𝑃𝐿0 + 10𝑛log 10 (
𝑑

𝑑0
) (67) 

 
where 𝑃𝐿0 denotes reference path loss, 𝑛is the path-loss exponent, and 𝑑0 is the reference distance. 

 

The estimated range becomes: 

𝑑̂ = 𝑑010
𝑃𝐿(𝑑)−𝑃𝐿0

10𝑛 (68) 

 
To improve localisation robustness, TDOA, AOA and RSS measurements are fused through cooperative multilateration: 

𝑑̂𝑓 = 𝑤1𝑑̂𝑇𝐷𝑂𝐴 + 𝑤2𝑑̂𝐴𝑂𝐴 + 𝑤3𝑑̂𝑅𝑆𝑆 (69) 

 
subject to: 

𝑤1 + 𝑤2 + 𝑤3 = 1 (70) 
 

where 𝑤1, 𝑤2 and 𝑤3 denote weighting coefficients. 
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6.4 Threat Tracking and ELINT Fusion 
Following localisation, emitter positions are continuously updated to generate threat tracks. The target-state vector is 

represented as: 

 

𝑥𝑘 = [𝑥, 𝑦, 𝑧, 𝑣𝑥, 𝑣𝑦 , 𝑣𝑧]𝑇 (71) 
 

where 𝑣𝑥, 𝑣𝑦 and 𝑣𝑧 denote velocity components. The overall ELINT confidence score becomes: 

 

𝐶𝐸𝐿𝐼𝑁𝑇 = 𝛼𝑃𝐷 + 𝛽𝐶𝑅𝐹 + 𝛾𝐶𝐿 + 𝛿𝐶𝑄 (72) 
 

subject to: 

𝛼 + 𝛽 + 𝛾 + 𝛿 = 1 (73) 
 

where 𝑃𝐷, 𝐶𝑅𝐹, 𝐶𝐿 and 𝐶𝑄 denote detection, classification, localisation, and communication-quality confidence measures, 

respectively. The corresponding threat-confidence estimate is: 

 

𝑇𝐶 = 𝑓(𝐶𝐸𝐿𝐼𝑁𝑇 , 𝐴𝑡 , 𝑃𝐷) (74) 
 

where 𝐴𝑡 denotes anomaly confidence. 

 

6.5 Localisation Performance Metrics 
The localisation Root Mean Square Error (RMSE) is defined as: 

 

𝑅𝑀𝑆𝐸 = √
1

𝑁
∑ ∥

𝑁

𝑘=1

𝑥𝑘 − 𝑥𝑘 ∥2 (75) 

 
where 𝑥𝑘 and 𝑥̂𝑘 denote the true and estimated emitter positions, respectively. The RMSE, localisation success probability, 

and localisation latency are used to evaluate localisation performance. The principal localisation and ELINT-fusion 

parameters are summarised in Table 5. 

 

Table 5: Passive RF Localisation Parameters 
Parameter Description  

𝐩 Emitter position  

𝑑𝑖 Distance estimate  

Δ𝑡𝑖𝑗 TDOA measurement  

𝜃𝑖 AOA estimate  

𝑑̂ Estimated range  

𝑥𝑘 Target-state vector  

𝐶𝐿 Localisation confidence  

𝐶𝐸𝐿𝐼𝑁𝑇 ELINT confidence  

𝑇𝐶 Threat confidence  

𝑅𝑀𝑆𝐸 Localisation error  
 

The passive RF localisation and ELINT coordination subsystem combines emitter identification, localisation estimates, 

swarm indicators, anomaly detections, and communication assessments to generate actionable intelligence for counter-

UAS operations. 
 

7. Contested Electromagnetic Environment Modelling 
Modern counter-UAS operations increasingly occur within contested electromagnetic environments characterised by RF 

interference, spectrum congestion, communication degradation, jamming, spoofing attacks, multipath propagation, and 

adversarial electronic-warfare activities [9]–[14], [17], [18]. Such conditions can significantly affect RF detection, 

localisation, classification, tracking, and intelligence-fusion performance. To evaluate operational robustness under 

degraded conditions, the proposed framework incorporates a contested-spectrum model encompassing RF interference, 

spectrum congestion, communication degradation, spoofing, anomaly detection, and adversarial RF activity. 
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Fig. 8: Contested electromagnetic environment model showing RF interference, spectrum congestion, communication 

degradation, spoofing attacks, anomaly detection, and ELINT coordination. 
 

7.1 RF Interference and Spectrum Congestion 
The received RF signal in a contested environment is represented as: 

 

𝑟𝑖(𝑡) = 𝑠𝑖(𝑡) + 𝑛𝑖(𝑡) + 𝑗𝑖(𝑡) + 𝑚𝑖(𝑡) (76) 
 

where 𝑠𝑖(𝑡), 𝑛𝑖(𝑡), 𝑗𝑖(𝑡) and 𝑚𝑖(𝑡) denote the signal of interest, environmental noise, interference, and multipath effects, 

respectively. The aggregate interference power becomes: 

𝐼𝑡𝑜𝑡 = ∑ 𝐼𝑘

𝑀

𝑘=1

(77) 

 
where 𝐼𝑘 denotes interference source 𝑘. The corresponding signal-to-interference-plus-noise ratio (SINR) is: 

𝑆𝐼𝑁𝑅 =
𝑃𝑠

𝐼𝑡𝑜𝑡 + 𝑁0
(78) 

 
where 𝑃𝑠 and 𝑁0 denote signal and noise power, respectively. Spectrum occupancy is quantified as: 

 

𝑂𝑓 =
𝐵𝑢𝑠𝑒𝑑

𝐵𝑡𝑜𝑡𝑎𝑙
(79) 

 
while the congestion index becomes: 

𝐶𝑠𝑝𝑒𝑐 =
𝑁𝑎𝑐𝑡𝑖𝑣𝑒

𝑁𝑐ℎ𝑎𝑛𝑛𝑒𝑙𝑠
(80) 

 
Higher values of 𝑂𝑓 and 𝐶𝑠𝑝𝑒𝑐 indicate increased spectrum congestion and communication ambiguity. 
 

7.2 Communication Degradation and Jamming Effects 
Communication degradation resulting from interference, fading, or electronic attack is modelled through the packet-

delivery probability: 
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𝑃𝑝𝑘𝑡 = 𝑒−𝜆𝑑 (81) 

 
where 𝑑 denotes communication distance and 𝜆represents the channel-degradation coefficient. 

 

The corresponding packet-loss probability becomes: 

 

𝑃𝑙𝑜𝑠𝑠 = 1 − 𝑃𝑝𝑘𝑡 (82) 
 

while communication quality is defined as: 

 

𝐶𝑄 = 𝑃𝑝𝑘𝑡(1 − 𝑃𝑙𝑜𝑠𝑠) (83) 
 

subject to: 

0 ≤ 𝐶𝑄 ≤ 1 (84) 
 

Electronic jamming is characterised by the jammer-to-signal ratio: 

 

𝐽𝑆𝑅 =
𝑃𝐽

𝑃𝑆
(85) 

 
where 𝑃𝐽and 𝑃𝑆denote jammer and signal power, respectively. The resulting SINR under jamming becomes: 

𝑆𝐼𝑁𝑅𝐽 =
𝑃𝑆

𝑃𝐽 + 𝑁0
(86) 

 
Lower values of 𝑆𝐼𝑁𝑅𝐽correspond to reduced detection and classification performance. 

 

7.3 RF Spoofing and Spectrum Anomaly Detection 
RF spoofing occurs when adversaries transmit deceptive signals intended to imitate legitimate drone communications. The 

spoofing probability is represented as: 

 

𝑃𝑠𝑝𝑜𝑜𝑓 = 𝑃(𝑋𝑓𝑎𝑘𝑒 ∣ 𝐻1) (87) 
 

where 𝑋𝑓𝑎𝑘𝑒 denotes deceptive RF activity. The corresponding spoofing-detection confidence becomes: 

𝐶𝑠𝑝𝑜𝑜𝑓 = 1 − 𝑃𝑠𝑝𝑜𝑜𝑓 (88) 
 

Transformer-based RF fingerprinting improves resilience against spoofing because hardware-dependent RF characteristics 

are considerably more difficult to replicate than protocol behaviour alone [22]–[25]. Spectrum anomaly detection is 

performed using: 

 

𝐴𝑡 =
∥ 𝑋𝑜𝑏𝑠 − 𝑋𝑒𝑥𝑝 ∥

𝜎𝑡
(89) 

 
where 𝑋𝑜𝑏𝑠 and 𝑋𝑒𝑥𝑝 denote observed and expected RF activity, respectively. The anomaly confidence score becomes: 

𝐶𝐴 = 1 − 𝑒−𝐴𝑡 (90) 
 

Elevated anomaly scores may indicate coordinated swarm activity, communication relays, RF spoofing, interference 

attacks, or electronic-warfare operations. 
 

7.4 Adversarial RF Intelligence and Distributed Resilience 
AI-enabled RF intelligence systems may themselves become targets of adversarial attacks involving deceptive 

transmissions, synthetic RF signatures, or adversarial perturbations [36], [37]. To quantify overall operational robustness, 

a distributed resilience metric is defined as: 

 
𝑅𝐷 = 𝑃𝐷(1 − 𝑃𝐹𝐴)𝐴𝑁𝐶𝑄 (91) 
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where: 𝑃𝐷 denotes detection probability, 𝑃𝐹𝐴 denotes false-alarm probability, 𝐴𝑁 denotes node-availability ratio, 

𝐶𝑄 denotes communication quality.  Higher values of 𝑅𝐷 indicate stronger resilience under contested electromagnetic 

conditions. The principal contested-spectrum evaluation parameters are summarised in Table 6. 
 

Table 6: Contested Electromagnetic Environment Parameters 
Parameter Description  

𝑆𝐼𝑁𝑅 Signal-to-interference-plus-noise ratio  

𝑂𝑓 Spectrum occupancy ratio  

𝐶𝑠𝑝𝑒𝑐 Spectrum congestion index  

𝑃𝑝𝑘𝑡 Packet-delivery probability  

𝑃𝑙𝑜𝑠𝑠 Packet-loss probability  

𝐽𝑆𝑅 Jammer-to-signal ratio  

𝑃𝑠𝑝𝑜𝑜𝑓 Spoofing probability  

𝐴𝑡 Anomaly score  

𝐶𝐴 Anomaly confidence  

𝑅𝐷 Distributed resilience index  
 

The contested-spectrum model provides a realistic representation of operational environments in which RF intelligence 

systems must function. By combining distributed sensing, transformer-based RF intelligence, RF fingerprinting, anomaly 

detection, and ELINT fusion, the proposed architecture maintains robust detection, localisation, and classification 

performance under interference, congestion, spoofing, and adversarial electromagnetic conditions. 
 

8. Simulation Framework and Statistical Evaluation 
To quantitatively evaluate the proposed passive RF intelligence architecture, a comprehensive simulation framework was 

developed incorporating RF emitter generation, SDR-assisted sensing, transformer-based RF feature extraction, RF 

fingerprinting, passive localisation, spectrum anomaly detection, and distributed ELINT fusion. The simulation 

environment emulates representative counter-UAS operational scenarios involving individual drones, coordinated drone 

swarms, communication relays, and contested electromagnetic environments [4]–[8], [55]–[61]. A Monte Carlo 

methodology was adopted to ensure statistical robustness across varying operational conditions. 

 

 
Fig. 9: Monte Carlo simulation framework showing RF threat generation, SDR sensing, transformer processing, RF 

fingerprinting, localisation, ELINT fusion, and statistical evaluation. 
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8.1 Operational Scenario and Monte Carlo Framework 
The surveillance area is represented as: 

𝐴𝑠 = 𝐿𝑥𝐿𝑦 (92) 

 
where 𝐿𝑥 and 𝐿𝑦 denote surveillance length and width, respectively. The number of active RF emitters becomes: 

 

𝑁𝐸 = 𝑁𝐷 + 𝑁𝑆 + 𝑁𝑅 (93) 
 

where 𝑁𝐷, 𝑁𝑆 and 𝑁𝑅 denote individual drones, swarm members, and relay nodes. Monte Carlo simulation is employed to 

estimate statistical performance: 

 

𝑀̄ =
1

𝐾
∑ 𝑀𝑘

𝐾

𝑘=1

(94) 

 
where 𝑀𝑘denotes metric value in trial 𝑘and 𝐾denotes the total number of simulation trials. 

 
The corresponding variance becomes: 

𝜎𝑀
2 =

1

𝐾 − 1
∑(

𝐾

𝑘=1

𝑀𝑘 − 𝑀̄)2 (95) 

 
A total of 100,000 Monte Carlo trials were conducted to ensure convergence and statistical significance. 

 

8.2 Detection and Classification Metrics 
The probability of detection is defined as: 

𝑃𝐷 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
(96) 

 
while the false-alarm probability becomes: 

𝑃𝐹𝐴 =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
(97) 

 
The corresponding detection-quality metric is: 

 

𝑄𝐷 = 𝑃𝐷(1 − 𝑃𝐹𝐴) (98) 
 

Classification accuracy is represented as: 

𝐴𝑐𝑐 =
𝑁𝑐𝑜𝑟𝑟𝑒𝑐𝑡

𝑁𝑡𝑜𝑡𝑎𝑙
(99) 

The corresponding F1-score becomes: 
 

𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
(100) 

 
where 𝑃 and 𝑅 denote precision and recall, respectively. These metrics evaluate the effectiveness of transformer-based RF 

classification and fingerprint-assisted emitter identification. 

 

8.3 Localisation and Communication Metrics 
Localisation performance is evaluated using root mean square error (RMSE): 

 

𝑅𝑀𝑆𝐸 = √
1

𝑁
∑ ∥

𝑁

𝑖=1

𝑥𝑖 − 𝑥𝑖 ∥2 (101) 
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where 𝑥𝑖 and 𝑥̂𝑖 denote true and estimated emitter positions. The localisation success probability becomes: 

𝑃𝑙𝑜𝑐 =
𝑁𝑐𝑜𝑟𝑟𝑒𝑐𝑡

𝑁𝑡𝑜𝑡𝑎𝑙
(102) 

 
Communication load is represented as: 

𝐿𝐶 =
𝑁𝑚𝑠𝑔

𝑇𝑜𝑏𝑠
(103) 

 
while the packet-delivery ratio becomes: 

𝑃𝐷𝑅 =
𝑁𝑟𝑒𝑐𝑣

𝑁𝑠𝑒𝑛𝑡
(104) 

 
These metrics quantify localisation effectiveness and communication efficiency within the distributed RF intelligence 

network. 

 

8.4 Computational Performance and Benchmarking 
The transformer inference throughput becomes: 

 

𝑅𝑖𝑛𝑓 =
𝑁𝑝𝑟𝑜𝑐

𝑇𝑖𝑛𝑓
(105) 

 
where 𝑁𝑝𝑟𝑜𝑐 denotes processed RF samples and 𝑇𝑖𝑛𝑓 represents inference time. The total system latency is represented as: 

 

𝑇𝑠𝑦𝑠 = 𝑇𝑆𝐷𝑅 + 𝑇𝑆𝑇𝐹𝑇 + 𝑇𝑇𝐹 + 𝑇𝑐𝑙𝑎𝑠𝑠 + 𝑇𝐸𝐿𝐼𝑁𝑇 (106) 
 
To compare performance across RF intelligence architectures, the area under the receiver operating characteristic curve 

(AUC) is employed: 

 

𝐴𝑈𝐶 = ∫ 𝑃𝐷

1

0

(𝑃𝐹𝐴) 𝑑𝑃𝐹𝐴 (107) 

 
Equations (105)–(107) quantify computational efficiency, end-to-end processing latency, and overall detection 

performance. The proposed transformer-based RF intelligence framework was benchmarked against energy-detector, 

Bayesian-fusion, CNN-based, and LSTM-based RF classification approaches. The principal simulation parameters are 

summarised in Table 7. 

 

Table 7: Simulation Parameters 
Parameter Value  

Monte Carlo trials 100,000  

Surveillance area 25 km × 25 km  

RF sensing nodes 12–48  

Active emitters 1–20  

Spectrum occupancy 20–95%  

Packet loss 0–20%  

RF interference level Low–Severe  

Communication range 0.5–15 km  

Swarm size 2–20 drones  

Operating frequency 433 MHz–5.8 GHz  

 
The comparative benchmarking results are summarised in Table 8. The proposed transformer-based RF intelligence 

framework achieved the highest overall performance across detection accuracy, false-alarm suppression, localisation 

precision, and processing latency. The improvements are primarily attributable to transformer-based feature extraction, RF 

fingerprint-assisted classification, cooperative localisation and distributed ELINT fusion. 
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Table 8: Comparative Benchmarking Results 

Architecture AUC 
Detection 

Probability 

False Alarm 

Probability 
F1-Score RMSE 

Mean 

Latency 

 

Energy Detector 0.76 0.71 0.18 0.74 15.2 m 104 ms 

Bayesian RF Fusion 0.84 0.80 0.13 0.82 11.8 m 71 ms 

CNN RF Classifier 0.88 0.84 0.11 0.85 9.6 m 61 ms 
LSTM RF Classifier 0.89 0.86 0.10 0.87 8.8 m 58 ms 

Proposed Transformer-

RF Framework 
0.95 0.93 0.05 0.93 5.1 m 29 ms 

 

Figure 10 shows that the proposed transformer-based RF intelligence framework consistently outperforms conventional 

approaches in detection accuracy, false-alarm suppression, localisation precision, and latency. These improvements are 

primarily attributable to transformer-based feature extraction, RF fingerprint-assisted classification, cooperative 

localisation, and distributed ELINT fusion. The results validate the statistical effectiveness of the proposed architecture 

and provide the basis for the experimental evaluation presented in the next section. 

 

 

 

Fig. 10: Comparative benchmarking results showing detection probability, false-alarm probability, localisation RMSE, and 

latency for the evaluated RF intelligence architectures. 

 

9. Experimental Validation Framework 
To evaluate the operational feasibility of the proposed passive RF intelligence architecture beyond simulation, a 

comprehensive experimental validation framework was developed incorporating SDR-assisted RF sensing, transformer-

based RF feature extraction, RF fingerprint classification, passive RF localisation, contested-spectrum emulation, and 

distributed ELINT fusion [22]–[29], [42]–[49]. The validation environment integrated real SDR hardware, GPU-

accelerated transformer inference, ROS2-enabled distributed coordination, AirSim/Gazebo simulation environments, and 

telemetry replay obtained from the HATSABIBI-26A endurance UAV platform. 
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Fig. 11: Experimental validation framework showing SDR sensing platforms, GNU Radio processing, transformer-based 

RF intelligence, passive localisation, ROS2 coordination, HATSABIBI-26A telemetry replay, and ELINT fusion. 
 

9.1 Experimental Testbed Configuration 
The RF acquisition subsystem employed USRP B210, HackRF One, BladeRF. The processing platform consisted of Intel 

Core i7 / AMD Ryzen 7 workstation, 32 GB RAM, NVIDIA RTX 4070 GPU and 1 TB SSD storage. Transformer-based 

RF feature extraction, RF fingerprint classification, and anomaly-detection models were implemented using PyTorch and 

TensorFlow. GNU Radio, SDR++, GQRX, Universal Radio Hacker (URH), ROS2 Humble, AirSim, and Gazebo provided 

the software environment for RF acquisition, processing, and distributed coordination [47]–[54]. The principal hardware 

and software components employed during experimental validation are summarised in Table 10. 

 

Table 9: Experimental Hardware and Software Configuration 
Component Specification 

Primary SDR USRP B210 

Auxiliary SDRs HackRF One, BladeRF 

CPU Intel Core i7 / AMD Ryzen 7 

RAM 32 GB 

GPU NVIDIA RTX 4070 

Storage 1 TB SSD 

Operating System Ubuntu 22.04 

Middleware ROS2 Humble 

Simulation Environment AirSim / Gazebo 

ML Frameworks PyTorch, TensorFlow 

 

9.2 Distributed ROS2 Architecture 
The experimental framework employed a ROS2-based distributed processing architecture: 

 

𝑁𝑅𝑂𝑆 = {𝑁𝑆𝐷𝑅 , 𝑁𝑇𝐹 , 𝑁𝐿𝑂𝐶 , 𝑁𝐸𝐿𝐼𝑁𝑇} (108) 
 

where 𝑁𝑆𝐷𝑅, 𝑁𝑇𝐹, 𝑁𝐿𝑂𝐶  and 𝑁𝐸𝐿𝐼𝑁𝑇 denote SDR acquisition, transformer-processing, localisation, and ELINT-fusion nodes, 

respectively. The average message throughput becomes: 
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𝑅𝑚𝑠𝑔 =
𝑁𝑚𝑠𝑔

𝑇𝑜𝑏𝑠
(109) 

 
where 𝑁𝑚𝑠𝑔 denotes transmitted messages and 𝑇𝑜𝑏𝑠denotes observation duration. The ROS2 framework enabled low-

latency information exchange and scalable deployment across distributed sensing nodes. 

 

9.3 HATSABIBI-26A Telemetry Replay Validation 
To improve operational realism, telemetry datasets obtained from the HATSABIBI-26A endurance UAV platform were 

incorporated into the validation environment. The replay framework included command-and-control communications, 

telemetry updates, waypoint messages, mission-state information, and navigation data. The communication update rate is 

represented as: 

 

𝑅𝑢 =
𝑁𝑚

𝑇
(110) 

 
where 𝑁𝑚 denotes transmitted messages and 𝑇represents mission duration. Telemetry availability becomes: 

𝐴𝑡 =
𝑇𝑣𝑎𝑙𝑖𝑑

𝑇𝑚𝑖𝑠𝑠𝑖𝑜𝑛
(111) 

 
where 𝑇𝑣𝑎𝑙𝑖𝑑 denotes valid telemetry duration. 

 

 
 

Fig. 12: HATSABIBI-26A telemetry replay workflow showing communication acquisition, telemetry reconstruction, RF 

analysis, and ELINT generation. 

 

9.4 SDR-Assisted RF Intelligence Experiments 
A series of SDR-assisted experiments were conducted to evaluate RF emitter detection, RF fingerprint classification, 

passive localisation, spectrum anomaly detection and swarm RF behaviour analysis. RF signals were generated across 

representative drone communication bands including 433 MHz, 868 MHz, 915 MHz, 2.4 GHz, and 5.8 GHz. The 

experimental detection probability becomes: 

 

𝑃𝐷 =
𝑁𝑑𝑒𝑡

𝑁𝑡𝑟𝑢𝑒
(112) 
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while the false-alarm probability is: 

𝑃𝐹𝐴 =
𝑁𝑓𝑎𝑙𝑠𝑒

𝑁𝑜𝑏𝑠
(113) 

 

where 𝑁𝑑𝑒𝑡, 𝑁𝑡𝑟𝑢𝑒, 𝑁𝑓𝑎𝑙𝑠𝑒 and 𝑁𝑜𝑏𝑠 denote detected emitters, actual emitters, false detections, and total observations, 

respectively. 

 

9.5 Computational Resource Assessment 
The transformer-based RF intelligence framework was benchmarked using the RTX 4070 GPU platform. The approximate 

computational workload becomes: 

 

𝐹𝐺𝑃𝑈 = 2𝑁2𝑑 + 4𝑁𝑑2 (114) 
 

where 𝑁denotes RF tokens and 𝑑represents embedding dimensionality. The corresponding memory footprint becomes: 

𝑀𝑇𝐹 = 4𝑁𝑑 + 4𝑁2 (115) 
 

The total processing latency is expressed as: 

 

𝑇𝑡𝑜𝑡𝑎𝑙 = 𝑇𝑆𝐷𝑅 + 𝑇𝑆𝑇𝐹𝑇 + 𝑇𝑇𝐹 + 𝑇𝑐𝑙𝑎𝑠𝑠 + 𝑇𝐸𝐿𝐼𝑁𝑇 (116) 
 

where 𝑇𝑆𝐷𝑅, 𝑇𝑆𝑇𝐹𝑇, 𝑇𝑇𝐹, 𝑇𝑐𝑙𝑎𝑠𝑠 and 𝑇𝐸𝐿𝐼𝑁𝑇 denote SDR acquisition, spectrogram generation, transformer inference, 

classification, and ELINT-fusion latencies, respectively. The measured computational resource utilisation is summarised 

in Table 10. 

 

Table 10: Computational Resource Utilisation 
Metric Value  

GPU Utilisation 68%  

Peak GPU Memory 9.4 GB  

Transformer Throughput 318 inferences/s  

Average Inference Latency 17 ms  

Total System Latency 29 ms  

CPU Utilisation 43%  

 
The results indicate that the proposed architecture supports real-time RF intelligence processing using commercially 

available GPU hardware. 

 

9.6 Experimental Validation Results 
The principal experimental results are summarised in Table 11 and illustrated in Fig. 13. 

 

Table 11: Experimental Validation Results 
Metric Baseline RF System Proposed Architecture Improvement 

Detection Probability 0.71 0.93 +31% 

False Alarm Probability 0.18 0.05 −72% 

Classification Accuracy 0.78 0.93 +19% 

Localisation RMSE 15.2 m 5.1 m −66% 

Mean Latency 104 ms 29 ms −72% 

Communication Load 1.00 0.39 −61% 

Swarm Detection Confidence 0.58 0.81 +40% 

 
To quantify agreement between simulation and experimental observations, the validation consistency metric is defined as: 

𝑉𝐶 = 1 −
∣ 𝑀𝑠𝑖𝑚 − 𝑀𝑒𝑥𝑝 ∣

𝑀𝑠𝑖𝑚
(117) 

 
where 𝑀𝑠𝑖𝑚 and 𝑀𝑒𝑥𝑝 denote simulated and experimentally measured performance metrics. The experimental results 

closely match simulation predictions and confirm that transformer-based RF intelligence, RF fingerprinting, cooperative 
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localisation, and ELINT fusion substantially improve detection accuracy, localisation performance, false-alarm 

suppression, and communication efficiency compared with conventional RF intelligence approaches. 

 

 
Fig. 13: Comparative Experimental Performance Improvement of the Proposed Passive RF Intelligence Architecture 

 

The high level of agreement between simulation and experimental results confirms the validity of the proposed framework. 

Furthermore, the trends observed in Fig. 13 closely mirror the analytical and simulation predictions, demonstrating that 

transformer-based RF intelligence, RF fingerprinting, cooperative localisation, and ELINT fusion substantially improve 

detection accuracy, localisation performance, false-alarm suppression, and communication efficiency compared with 

conventional RF-intelligence approaches. 

 

Table 12:  Experimental Implementation Summary 
Parameter Value 

Telemetry Source HATSABIBI-26A UAV 

Simulation Environment AirSim / Gazebo 

Middleware ROS2 Humble 

SDR Platforms USRP B210, HackRF One, BladeRF 

Processing Platform Intel Core i7 / Ryzen 7 

GPU RTX 4070 

Sample Size 100,000 Monte Carlo trials 

RF Bands 433 MHz–5.8 GHz 

Average Throughput 318 inferences/s 

Experimental Duration 72 hours cumulative testing 

 
Table 12 summarises the principal experimental implementation parameters employed during validation. The integration 

of SDR-assisted sensing, transformer-based RF intelligence, passive localisation, ROS2-enabled distributed coordination, 

and HATSABIBI-26A telemetry replay provided a realistic evaluation environment for assessing operational performance. 

The experimental results confirm the practical feasibility of deploying the proposed passive RF intelligence architecture 

for real-time counter-UAS surveillance and distributed electronic-intelligence operations. 

 

10. Robustness and Scalability Analysis 
Operational counter-UAS systems must maintain acceptable performance under sensing-node failures, communication 

degradation, spectrum congestion, interference, and dynamic threat behaviour. Consequently, robustness and scalability 

constitute critical evaluation criteria for distributed RF-intelligence architectures [63], [64]. As illustrated in Fig. 14, the 

robustness-evaluation framework incorporates node degradation, communication impairment, spectrum congestion, and 

distributed ELINT continuity assessment to quantify the resilience of the proposed architecture under increasingly adverse 
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operating conditions. The subsequent analyses examine the impact of these factors on detection persistence, localisation 

accuracy, communication efficiency, and overall intelligence-generation capability. 

 

10.1 Scalability Analysis 
Scalability was evaluated by progressively increasing the number of sensing nodes within the surveillance region. The 

node-density ratio is defined as: 

 

𝜌𝑁 =
𝑁𝑎𝑐𝑡𝑖𝑣𝑒

𝐴𝑠
(118) 

 
where 𝑁𝑎𝑐𝑡𝑖𝑣𝑒 denotes active sensing nodes and 𝐴𝑠 denotes surveillance area. The cumulative sensing coverage becomes: 

𝐶𝑡𝑜𝑡 = 1 − ∏(1 −

𝑁

𝑖=1

𝐶𝑖) (119) 

 
where 𝐶𝑖 denotes local sensing coverage. Equations (118) and (119) indicate that increasing sensing-node density enhances 

surveillance coverage and sensing redundancy. The quantitative scalability results are summarised in Table 13, while the 

corresponding performance trends are illustrated in   Fig. 15. 

 

Table 13: Scalability Analysis Results 
Active Nodes Detection Probability Localisation RMSE Mean Latency 

12 0.84 9.6 m 48 ms 

24 0.89 7.3 m 39 ms 

36 0.92 5.8 m 33 ms 

48 0.93 5.1 m 29 ms 

 

 
 

Fig. 14:  Robustness and scalability evaluation framework showing node degradation, communication impairment, 

spectrum congestion and distributed ELINT performance assessment. 
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Increasing sensing-node density improves detection persistence by 10.7% (0.84→0.93), reduces localisation error by 

46.9% (9.6→5.1 m), and lowers latency by 39.6% (48→29 ms), demonstrating the scalability benefits of cooperative 

sensing. 

 

 
 

Fig. 15:  Scalability performance showing detection probability, localisation RMSE, and latency as sensing-node density 

increases. 

 

10.2 Communication Scalability 
Communication scalability was evaluated using message-exchange statistics across the distributed sensing network. The 

communication load is defined as: 

 

𝐿𝑐 =
𝑁𝑚𝑠𝑔

𝑇
 (120) 

 
where 𝑁𝑚𝑠𝑔 denotes exchanged messages and 𝑇denotes observation duration. The communication-efficiency metric 

becomes: 

𝐵𝑟 =
𝑁𝑐𝑢𝑒

𝑁𝑟𝑎𝑤
(121) 

 
where 𝑁𝑐𝑢𝑒 denotes transmitted intelligence cues and 𝑁𝑟𝑎𝑤 denotes raw RF observations. Event-driven cue sharing 

substantially reduces bandwidth requirements compared with continuous raw-data transmission while preserving 

operational awareness. 

 

10.3 Node-Failure Robustness 
Node-failure robustness was evaluated by progressively degrading sensing-node availability. 

The node-availability ratio is: 

𝐴𝑁 =
𝑁𝑎𝑐𝑡𝑖𝑣𝑒

𝑁𝑡𝑜𝑡𝑎𝑙
(122) 

 
The distributed resilience index becomes: 

 
𝑅𝐷 = 𝑃𝐷(1 − 𝑃𝐹𝐴)𝐴𝑁𝐶𝑄 (123) 

 
where: 𝑃𝐷 denotes detection probability, 𝑃𝐹𝐴 denotes false-alarm probability, 𝐴𝑁 denotes node availability, and 𝐶𝑄denotes 

communication quality. Equations (122) and (123) quantify the impact of sensing-node failures on overall surveillance 

effectiveness and network resilience. The node-failure robustness results are summarised in Table 15 and illustrated in Fig. 

16. 
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Table 15: Node-Failure Robustness Results 
Node Degradation Detection Probability RMSE Mean Latency 

0% 0.93 5.1 m 29 ms 

25% 0.89 6.4 m 33 ms 

50% 0.80 8.7 m 42 ms 

80% 0.67 13.5 m 61 ms 

 

 
 

Fig. 16: Detection persistence under progressive sensing-node degradation. 

 

The framework exhibits graceful degradation rather than abrupt failure. Even under 80% node degradation, detection 

probability remained above 0.65, indicating strong resilience. Relative to nominal operation, detection performance 

decreased by 27.9%, localisation error increased by 164.7%, and latency increased by 110.3%. Despite these degradations, 

the network maintained operational surveillance capability. 

 

10.4 Spectrum-Congestion Robustness 
Spectrum congestion was analysed using the congestion index: 

 

𝐼𝐶 =
𝑁𝑎𝑐𝑡𝑖𝑣𝑒

𝑁𝑐ℎ𝑎𝑛𝑛𝑒𝑙𝑠
(124) 

 

The congestion-induced performance loss becomes: 

 

𝐿𝐶 = 1 −
𝑃𝐷

(𝐶)

𝑃𝐷
(0)

(125) 

 

where: 𝑃𝐷
(𝐶)

 denotes detection probability under congested conditions, 𝑃𝐷
(0)

denotes nominal detection probability. The 

transformer-based RF intelligence framework demonstrated improved congestion tolerance because self-attention 

mechanisms exploit global temporal-frequency relationships that remain discriminative even under heavy channel 

occupancy and interference conditions. 

 

10.5 Distributed ELINT Continuity 
The ELINT continuity metric is defined as: 

 

𝐶𝐸 =
𝑁𝐸𝐿𝐼𝑁𝑇

𝑁𝑜𝑏𝑠
(126) 
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where 𝑁𝐸𝐿𝐼𝑁𝑇 denotes successfully generated intelligence products and 𝑁𝑜𝑏𝑠 denotes total sensing observations. The 

corresponding ELINT availability is: 

 

𝐴𝐸 =
𝑇𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙

𝑇𝑚𝑖𝑠𝑠𝑖𝑜𝑛
(127) 

 
where 𝑇𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙 and 𝑇𝑚𝑖𝑠𝑠𝑖𝑜𝑛 denote operational and mission durations respectively. These metrics quantify the ability 

of the architecture to sustain intelligence generation despite degraded sensing and communication conditions. High ELINT 

continuity indicates robust situational-awareness generation and decision-support capability. 

 

10.6 Ablation Study 
An ablation study was conducted to quantify the contribution of the major architectural components to overall system 

performance. The results are summarised in Table 16 and illustrated in Fig. 17. 

 

Table 16: Ablation Study Results 
Model 

Variant 

AUC Detection 

Probability 

False Alarm 

Probability 

Mean 

Latency 

Communication Load  

Without 

Transformer 

Fusion 

0.89 0.85 0.11 42 ms 0.51 

Without RF 

Fingerprinting 

0.88 0.84 0.12 39 ms 0.49 

Without 

ELINT 

Fusion 

0.86 0.82 0.13 36 ms 0.46 

Without 

Anomaly 

Detection 

0.87 0.83 0.12 34 ms 0.44 

Proposed 

Architecture 

0.95 0.93 0.05 29 ms 0.39 

 

 
Fig. 17: Ablation-study results showing the contribution of transformer fusion, RF fingerprinting, ELINT fusion, and 

anomaly detection. 
 

Compared with the complete architecture, removing transformer fusion reduced AUC by 6.3%, reduced detection 

probability by 8.6%, increased false alarms by 120%, and increased latency by 44.8%. Removing RF fingerprinting reduced 

identification reliability and increased false alarms by 140%, while removal of ELINT fusion produced the largest reduction 

in overall decision quality. These results indicate that transformer-based RF feature extraction contributes most 
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significantly to detection accuracy and false-alarm suppression, whereas RF fingerprinting and ELINT fusion provide 

substantial improvements in emitter attribution, localisation confidence, and operational reliability.  
 

The robustness and scalability analyses confirm that the proposed passive RF-intelligence architecture maintains effective 

performance under node failures, communication impairment, and spectrum congestion. Increasing sensing-node density 

improved detection probability by 10.7%, reduced localisation error by 46.9%, and reduced latency by 39.6%, while the 

framework maintained detection probability above 0.65 even under 80% node degradation. The combination of distributed 

sensing, transformer-based RF intelligence, RF fingerprinting, anomaly detection, and ELINT fusion enables scalable 

deployment, graceful degradation, and resilient operation suitable for large-area counter-UAS surveillance and distributed 

air-defence applications. 

 

11. Discussion 
The simulation and experimental results confirm the effectiveness of the proposed transformer-enhanced passive RF 

intelligence framework for low-altitude counter-UAS operations. The architecture consistently outperformed conventional 

RF sensing approaches in detection probability, localisation accuracy, classification performance, communication 

efficiency, and operational resilience. A key strength of the framework is the integration of SDR-assisted sensing, 

transformer-based RF intelligence, RF fingerprinting, passive localisation, and ELINT fusion within a unified architecture. 

Unlike many existing RF-intelligence systems that treat these functions independently, the proposed approach exploits 

their complementary capabilities to improve overall surveillance effectiveness. 

 

Transformer-based RF feature extraction provided the most significant performance gains, outperforming CNN and LSTM 

architectures by effectively capturing long-range temporal-frequency dependencies associated with frequency hopping, 

burst transmissions, protocol transitions, and swarm communications. RF fingerprinting further enhanced emitter 

attribution and spoofing resistance by exploiting hardware-dependent transmitter characteristics, enabling reliable 

identification even when communication payloads were encrypted or unavailable. 

 

The passive-localisation subsystem achieved a localisation RMSE of approximately 5.1 m, demonstrating that the fusion 

of TDOA, AOA, and RSS measurements can provide tactically useful threat-position estimates. Robustness analysis also 

showed strong resilience, with detection probability remaining above 0.67 despite 80% sensing-node degradation, while 

event-driven cue sharing substantially reduced communication overhead. Finally, implementation using commercially 

available technologies—including USRP B210, GNU Radio, ROS2, RTX 4070 GPU acceleration, and HATSABIBI-26A 

telemetry replay—demonstrates practical deployment feasibility for airport security, border surveillance, military-base 

protection, critical-infrastructure defence, and distributed air-defence applications. 
 

12. Limitations 
Despite promising results, several limitations remain. Passive RF sensing relies on detectable RF emissions and may be 

less effective against RF-silent or highly intermittent communication platforms, necessitating integration with 

complementary sensors such as EO/IR, radar, acoustic, or passive-radar systems. Although validated through SDR-assisted 

experiments, contested-spectrum emulation, and HATSABIBI-26A telemetry replay, the framework has not yet undergone 

large-scale operational deployment. Localisation performance also depends on sensing geometry, synchronisation 

accuracy, propagation conditions, and signal availability, and may degrade in dense urban or severe multipath 

environments. Furthermore, the contested-spectrum model employed representative jamming, interference, and spoofing 

scenarios rather than live electronic-warfare conditions. Finally, while real-time performance was achieved on RTX 4070 

hardware, additional optimisation may be required for deployment on low-power edge-computing platforms. 
 

13. Conclusion  
This paper presented a transformer-enhanced passive RF intelligence framework for low-altitude counter-UAS operations. 

The architecture integrates SDR-assisted RF sensing, transformer-based RF intelligence, RF fingerprinting, passive 

localisation, spectrum-anomaly detection, and distributed ELINT fusion within a unified surveillance framework. Monte 

Carlo simulation (100,000 trials) and SDR-assisted experimental validation demonstrated strong performance, achieving a 

detection probability of 0.93, false-alarm probability of 0.05, classification accuracy of 0.93, localisation RMSE of 5.1 m, 

and mean latency of 29 ms. Experimental implementation using GNU Radio, ROS2, RTX 4070 acceleration, and 

HATSABIBI-26A telemetry replay confirmed the feasibility of real-time passive RF intelligence for counter-UAS 

surveillance. 
 

The architecture also demonstrated resilience under node failures, communication degradation, and spectrum congestion, 

supporting scalable deployment for airport security, border surveillance, critical-infrastructure protection, military-base 

defence, and distributed air-defence applications. Future work will focus on RF–EO/IR fusion, federated and explainable 

RF intelligence, advanced swarm analysis, electronic-warfare resilience, edge-AI optimisation, and large-scale operational 

validation using distributed SDR sensing networks and live UAV deployments. 
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