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Abstract

The proliferation of low-cost unmanned aerial systems (UASs) and autonomous drone swarms presents significant
challenges to conventional surveillance and counter-UAS architectures, particularly in contested electromagnetic
environments where sensing, communication, and decision-support systems may be degraded by jamming,
spoofing, and spectrum congestion. This paper presents a federated and explainable RF—EO/IR intelligence
framework for resilient counter-UAS surveillance. The proposed architecture integrates distributed software-
defined radio (SDR) sensing, electro-optical (EO) and infrared (IR) sensing, transformer-based multimodal fusion,
federated learning, Explainable Artificial Intelligence (XAI), swarm-intent analysis, and electronic-warfare
resilience within a unified intelligence-generation framework. Passive RF sensing provides communication
intelligence, emitter identification, and swarm-network analysis, while EO/IR sensing enables visual and thermal
confirmation for improved detection reliability. Transformer-based fusion exploits cross-modal relationships to
enhance classification accuracy, localisation performance, and threat assessment. Federated learning enables
distributed intelligence generation with reduced communication overhead, while explainable Al improves operator
trust and decision transparency. Comprehensive Monte Carlo simulation involving 100,000 trials, SDR-assisted
experimentation, AirSim/Gazebo validation, electronic-warfare emulation, and HATSABIBI-26A telemetry replay
were conducted to evaluate operational performance. The proposed framework achieved a detection probability of
0.96, false-alarm probability of 0.04, classification accuracy of 0.95, localisation root-mean-square error (RMSE)
of 4.2 m, swarm-intent classification accuracy of 0.92, and approximately 66% reduction in communication load.
Robustness analysis further demonstrated graceful performance degradation under sensing-node failures,
communication impairment, jamming, spoofing, and spectrum congestion. The results indicate that federated and
explainable RF—EO/IR intelligence provides a scalable, resilient, and operationally viable solution for airport
security, military-base protection, border surveillance, critical-infrastructure defence, and future distributed air-
defence systems.

Keywords: Counter-UAS; RF-EO/IR fusion; passive RF sensing; federated learning; explainable artificial
intelligence; transformer networks; swarm-intent analysis; electronic warfare; distributed sensing; edge Al.

I. INTRODUCTION

The rapid proliferation of low-cost Unmanned Aerial Systems (UASs) and autonomous drone swarms has created
significant challenges for conventional surveillance and counter-UAS systems. Modern drones are increasingly employed
for reconnaissance, smuggling, electronic surveillance, and coordinated swarm operations against critical infrastructure
and military assets. Their small size, low radar cross-section, adaptive flight behaviour, and ability to operate in contested
environments often limit the effectiveness of traditional radar-, EO-, IR-, and acoustic-based detection systems [1]-[8].
Passive radio-frequency (RF) sensing has emerged as a promising complementary technology because it exploits drone
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communication, telemetry, and video-transmission signals without requiring active emissions [3]-[6], [22]-[25]. Passive
RF sensing enables covert surveillance and provides valuable intelligence regarding emitter identity, communication
behaviour, and swarm coordination. However, RF-only systems remain vulnerable to RF-silent platforms, communication
intermittency, jamming, spoofing, and spectrum congestion.

Recent advances in transformer architectures, multimodal sensor fusion, federated learning, Explainable Artificial
Intelligence (XAI) and swarm-intelligence modelling have created new opportunities for improving counter-UAS
intelligence generation [26]-[41], [69]-[84]. Transformer-based models can effectively fuse heterogeneous RF, EO, and
IR observations to enhance detection and classification performance, while federated learning enables communication-
efficient and privacy-preserving distributed intelligence generation. XAl further improves operator trust, transparency, and
decision accountability in Al-assisted surveillance systems. In parallel, recent studies on multimodal UAV detection and
drone-swarm behaviour analysis have demonstrated the value of behavioural inference, trajectory analysis, and distributed
sensor fusion for coordinated threat assessment and counter-UAS operations [72]-[84]. Motivated by these developments,
this paper proposes a federated and explainable RF-EO/IR intelligence framework for resilient counter-UAS surveillance
in contested eclectromagnetic environments. The proposed architecture integrates distributed SDR sensing, EO/IR
surveillance, transformer-based multimodal fusion, federated learning, explainable AI, swarm-intent analysis, and
electronic-warfare (EW) resilience within a unified intelligence-generation framework.

From a scientific perspective, the principal novelty of this work lies in the development of a unified federated and
explainable RF-EO/IR intelligence architecture that combines transformer-based multimodal fusion, federated
optimisation, XAI, swarm-intent inference and EW-resilience modelling within a single distributed surveillance
framework. Furthermore, a unified multi-objective optimisation formulation is introduced to jointly consider detection
effectiveness, false-alarm suppression, communication efficiency, latency, and explainability trust, thereby providing a
quantitative basis for intelligence optimisation and operational performance assessment. As illustrated in Fig. 1, the
proposed framework combines distributed sensing, multimodal intelligence fusion, federated learning, explainable decision
support, and swarm-behaviour analysis to enable robust surveillance, threat assessment, and resilient intelligence
generation in complex operational environments. The main contributions of this work are:
e Development of a distributed RF-EO/IR sensing architecture for counter-UAS surveillance.

e Integration of transformer-based multimodal fusion for improved detection and classification.
e Application of federated learning for communication-efficient distributed intelligence.
e Incorporation of explainable Al for transparent threat assessment.
e Development of swarm-intent analysis for behavioural intelligence generation.
o Evaluation of electronic-warfare resilience under jamming, spoofing, and communication degradation.
e Validation using Monte Carlo simulation, SDR-assisted experimentation, AirSim/Gazebo simulation, and
HATSABIBI-26A telemetry replay.
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Fig. 1: Integrated federated and explainable RF-EO/IR intelligence framework for resilient counter-UAS surveillance and
distributed air-defence operations.
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2. System Architecture

The proposed federated and explainable RF-EO/IR intelligence framework provides scalable, resilient, and low-latency
surveillance for low-altitude UASs and autonomous drone swarms operating in contested electromagnetic environments.
The architecture integrates distributed RF sensing, EO/IR surveillance, transformer-based multimodal fusion, federated
learning, explainable Al, swarm-intent analysis, and electronic-warfare resilience within a unified intelligence-generation
framework. As illustrated in Fig. 2, the proposed architecture is organised into six functional layers: the distributed RF—
EO/IR sensing layer, RF and image preprocessing layer, transformer-based RF—EO/IR fusion layer, federated and
explainable intelligence layer, swarm-intent analysis layer, and ELINT fusion and decision-support layer. The primary
functions and responsibilities of these layers are summarised in Table 1.

1. SENSING LAYER
RF Sensors | EO Sensors | IR Sensors

,

2. PREPROCESSING
Signal Processing | Feature Extraction |
Feature Representation

!

3. TRANSFORMER FUSION
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4. FEDERATED INTELLIGENCE

Federated Learning (FedAvg) |
Distributed Intelligence Generation
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5. SWARM ANALYSIS

Swarm Intent Inference | Threat Assessment
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Fig. 2: Overall architecture of the proposed federated and explainable RF—EO/IR intelligence framework.

The distributed sensing network is represented by:

G=(V.E) (1)
where V denotes sensing nodes and E represents communication links. The sensing-node density is given by:
N
=— 2
pS A ( )

where N denotes the number of sensing nodes deployed within surveillance area A. Each sensing node acquires RF, EO
and IR observations which are locally processed and transformed into feature representations. The received RF signal is
expressed as:

ri(t) = s5;(t) + ny(t) +ji (1) (3)
where s;(t), n;(t) and j;(t) represent the signal of interest, noise and interference, respectively.

Transformer-based fusion combines multimodal observations into a unified feature representation for detection,
classification, localisation and threat assessment. Federated learning enables collaborative intelligence generation through
exchange of model updates rather than raw sensor data, thereby reducing communication overhead and enhancing
scalability. XAl further provides transparent reasoning and confidence assessment to support operator trust and decision-
making. The ELINT fusion layer integrates detection confidence, classification confidence, localisation confidence,
anomaly indicators, and swarm-intent information to generate a unified threat picture. The overall intelligence confidence
score is defined as:

CIZ(ZPD +ﬁCC+yCL+6CA (4‘)
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subject to:

at+pf+y+6=1

6)

where Pp, C¢, C; and C, denote detection, classification, localisation and anomaly confidence, respectively.

Table 1: Functional Layers of the Proposed Architecture

Federated Intelligence

Layer Primary Function

RF-EO/IR Sensing Distributed data acquisition
Preprocessing Feature extraction and filtering
Transformer Fusion Multimodal intelligence generation

Distributed learning and optimisation

Behaviour and intent inference
Threat assessment and decision support

Swarm Analysis
ELINT Fusion

The proposed architecture provides a robust foundation for distributed counter-UAS surveillance by combining multimodal
sensing, federated intelligence, explainable Al, and resilient decision support within a scalable operational framework.

3. Distributed RF—EO/IR Sensing

The proposed framework employs a distributed RF—EO/IR sensing architecture to provide persistent surveillance of low-
altitude UASs and autonomous drone swarms. By combining passive RF sensing with EO and IR observations, the system
improves detection reliability, localisation accuracy, and resilience under adverse environmental and electromagnetic
conditions [1]-[10], [22]. As illustrated in Fig. 3, geographically distributed sensing nodes integrate software-defined
radios (SDRs), EO cameras, thermal IR sensors, and edge-processing gateways to enable cooperative intelligence
generation. The principal sensing components and their respective functions are summarised in Table 2.

G=WVE) (6)
where V' denotes sensing nodes and E represents communication links. The sensing-node density is defined as:
N,
pPs = XS (7)

where N; is the number of sensing nodes deployed within surveillance area A.
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Fig. 3: Distributed RF—EO/IR sensing architecture showing SDR nodes, EO/IR sensors, edge gateways, and intelligence

exchange.
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The RF subsystem continuously monitors drone-related communication, telemetry, and video-transmission signals. The
received signal at sensing node iis expressed as:

1i(8) = si(t) + ny(8) +Ji () (8)

where s;(t), n;(t) and j;(t) represent the signal of interest, noise and interference, respectively. EO sensing provides
visual target detection and classification, while IR sensing enables thermal detection during night-time and low-
visibility conditions. Together, these modalities provide complementary information that reduces sensing
ambiguity and improves target confirmation. To enhance detection persistence, sensing nodes cooperate through
intelligence sharing. The cumulative detection probability becomes:

N
p=1-|la-r»  ®
i=1

where P; denotes local detection probability. Each node performs local preprocessing and transmits validated
intelligence cues rather than raw sensor observations. The communication-reduction factor is given by:

N
B, = cue (10)

Nraw
where N_,, and N,,, denote transmitted intelligence cues and raw observations, respectively.

Table 2: Distributed RF-EO/IR Sensing Components

Component Function

USRP B210 Wideband RF acquisition

HackRF One Spectrum monitoring

BladeRF 2.0 High-speed RF processing

EO Camera Visual target detection

Thermal IR Camera Thermal surveillance

Edge Gateway Local processing and cue generation
HATSABIBI-26A UAV  Airborne ISR confirmation

The distributed RF-EO/IR sensing architecture provides passive surveillance, day-and-night operation, sensing redundancy
and improved resilience against jamming, communication degradation, and sensing-node failures. The extracted
multimodal observations are subsequently processed by the transformer-based fusion framework described in the next
section.

4. Transformer-Based RF—EQO/IR Fusion

The distributed sensing layer generates heterogeneous RF, EO and IR observations that must be fused to produce reliable
intelligence. Conventional fusion approaches often struggle to capture complex cross-modal relationships and long-range
temporal dependencies. To address this limitation, the proposed framework employs a transformer-based multimodal
fusion architecture that integrates RF spectrograms, EO imagery, and thermal IR observations within a unified attention-
driven representation [26]-[31]. As illustrated in Fig. 4, modality-specific encoders extract features from RF, EO, and IR
data before transformer-based fusion generates a common feature representation for detection, classification, localisation,
and threat assessment. The inputs to the fusion framework and the corresponding information extracted at each stage are
summarised in Table 3.
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Fig. 4: Transformer-based RF—EO/IR fusion architecture showing feature extraction, attention-based fusion, and
intelligence generation.

The RF, EO and IR feature representations are expressed as:

Frp € RNV*d (11)
Fgo € RMx*d (12)
Fjp € RK*d (13)

where d denotes embedding dimension. Transformer fusion is performed using the self-attention mechanism:

The multimodal token matrix is defined as:

FRF
X = |Fgo| € RVX4 (14)
FIR

where: Frp= RF feature embedding matrix, Fzo= electro-optical feature embedding matrix, F;z= infrared feature
embedding matrix, N= total number of multimodal tokens, d= embedding dimension.
The multi-head cross-modal attention is expressed as:

QUM g (mT

H™ = Softmax = ym (15)
k

where: H(™)= attention output of the mt"attention head, Q™= query matrix, K ™= key matrix, V™= value matrix, d,=
key-vector dimension.

The fused multimodal representation becomes:
Fr = Concat(HW,H®, ..., HM)W, (16)

where: Fp= fused feature representation, M= number of attention heads, W,= output projection matrix and Concat(-)
denotes feature concatenation.
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Target classification is performed using:
P(C; | Fp) = Softmax(WFg + b) (17)
while the fusion confidence score is defined as:
Cr = aCgrr + BCro +vYCir (18)
where «a,  and y are normalised weighting coefficients obtained through multi-objective sensitivity analysis and
satisfy:
a+f+y=1 (19)
where Cgp, Cgo and Cjy represent modality confidence levels.

Table 3: Inputs and Outputs of the Fusion Framework

Input Information Extracted

RF Spectrograms Communication and emitter features
EO Images Visual target characteristics

IR Images Thermal signatures

Fused Features Classification and localisation

ELINT Output Threat assessment and decision support

The transformer-based fusion framework significantly improves detection accuracy, false-alarm suppression, localisation
performance, and swarm-behaviour recognition by exploiting complementary RF, visual, and thermal information. The
resulting fused intelligence is subsequently processed by the federated and explainable intelligence framework presented
in the next section.

5. Federated and Explainable RF Intelligence

The proposed framework integrates federated learning and XAI to enable communication-efficient and trustworthy
intelligence generation for distributed counter-UAS surveillance systems [32]—[41]. Instead of transmitting large volumes
of RF, EO, and IR data to a central processor, sensing nodes perform local intelligence generation and exchange model
updates, thereby reducing communication overhead and latency. As shown in Fig. 5, each node performs local learning,
intelligence extraction, and explainability assessment before federated model aggregation. The key functions of the
federated and explainable intelligence layer are summarised in Table 4, including local learning, distributed model fusion,
communication reduction, feature attribution, trust assessment, and ELINT generation.

1. Local Model Training
At Distributed Nodes

v

2. Model Update Transmission
Secure Upload to Aggregator

v

3. Federated Aggregation
FedAvg and Global Model Update

.

4. Updated Global Model
Distribution to All Nodes

v

5. Local Model Update
Continued Training with New Model

v

6. Convergence and Intelligence Generation

Distributed, Privacy-Preserving Intelligence

Fig. 5: Federated and explainable RF intelligence architecture showing local learning, model aggregation, explainability,
and ELINT generation.
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The local learning objective at node i is defined as:

1

| Di I(er/)EDi

Liw) = (%, y,w) (20)

where D; denotes local training data and w represents model parameters. Global model aggregation is performed using
Federated Averaging (FedAvg):

N ni
We =y Swi (1)
i=1

where W; denotes local model parameters and n; represents local training samples. Communication efficiency is
quantified by:
Nypa
Br _ Cup ate (22)

N raw

where Nypqqte and Ny.qy, denote transmitted model updates and raw observations, respectively. To improve transparency,
the framework incorporates transformer-attention analysis and feature attribution. The attention-weight matrix is expressed
as:

A = Softmax (QKT> (23)
Vi

while the explainability confidence score is defined as:
Cxy =aly+ BCr +vC; (24)

The weighting coefficients were determined using the sensitivity-analysis procedure described above to balance attention
consistency, feature-attribution reliability, and classification confidence.

subject to:

a+f+y=1 (25)
where Cy4, Cr and C; denote attention, feature-attribution, and classification confidence, respectively.

The weighting coefficients employed throughout the proposed federated and explainable RF—EO/IR intelligence
framework—including the fusion-confidence model, explainability-confidence assessment, threat-ranking formulation,
swarm-threat evaluation, and unified system-performance objective—were determined using a multi-objective sensitivity-
analysis procedure. The analysis simultaneously considered detection probability, classification accuracy, localisation
accuracy, communication efficiency, explainability trust, and operational robustness under representative counter-UAS
operational scenarios.

Each coefficient was systematically varied within the interval [0’ 1]while satisfying the corresponding normalisation
constraints. The resulting performance variations were evaluated using 100,000 Monte Carlo simulation trials to identify
coefficient combinations that maximised overall surveillance effectiveness while preserving communication efficiency,
decision reliability, and operational robustness. The sensitivity analysis demonstrated that moderate coefficient variations
produced only marginal changes in overall system performance, indicating that the proposed framework is robust and not
overly dependent on any single weighting parameter.

The weighting coefficients were normalised according to

Wi = —— (26)
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where w;" denotes the normalised weighting coefficient, w;represents the corresponding unnormalised coefficient, and Nis
the total number of weighting terms in the optimisation model. Consequently,

N
Zwi* =1 (27)
i=1

thereby ensuring that all weighting factors remain physically meaningful and collectively represent the relative contribution
of each performance component to the final decision metric. This normalisation procedure improves model interpretability,
prevents coefficient dominance, and provides a systematic basis for balancing competing surveillance, communication,
and decision-support objectives.

The global federated optimisation objective is

N
min F(w) = E %Fi(w) (28)
w T

i=1

where: F(w)= global loss function, F;(w)= local loss at node i, N= total number of federated nodes, n;= number of local
samples at node i, Ny= total number of samples across all nodes, and w= model parameter vector.

The local objective is

1
Fw)=—> egyw)  (29)
lj:1

where: £(-)= loss function, x;= input sample and y;= target label.

The global model update becomes

N
n.
witl =yt —q — VF;(w?) (30)
: :NT
=1

where: w'= model parameters at iteration t, wttl=

local objective.

updated parameters, n= learning rate and VF;(w®)= gradient of the

Table 4: Federated and Explainable Intelligence Functions

Function Description

Local Learning Node-level model training

Federated Aggregation Distributed model fusion
Communication Reduction Exchange of model updates only
Attention Analysis Identification of influential observations
Feature Attribution Explanation of Al decisions

Trust Assessment Confidence evaluation

ELINT Fusion Threat assessment and decision support

The threat utility function is defined as:
U(Z) :W1PD +W2CC+W3CL+W4TX (31)

where: U(z)= overall threat utility score, P,= detection probability, C-= classification confidence, C;= localisation
confidence, Tx= explainability trust score and w;, w,, w3, w,= weighting coefficients. The coefficients wy, w,, ws and
wywere selected through multi-objective optimisation to maximise threat-discrimination capability while maintaining
explainability and localisation reliability.
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Subject to
W1+W2+W3+W4=1 (32)

where the weights represent the relative importance assigned to each intelligence component.

The optimal threat selection is:
T* = arg max U(zy) (33)

where: T *= selected threat, k= threat index and z,= feature vector of threat k.

The proposed federated and explainable intelligence framework improves scalability, reduces communication overhead,
enhances operator trust, and provides transparent threat assessment. The resulting intelligence outputs are subsequently
used for swarm-intent analysis and behavioural inference in the next section.

6. Swarm Intent Analysis

Autonomous drone swarms exhibit coordinated behaviour and distributed decision-making, making them more challenging
to counter than individual UASs. To address this challenge, the proposed framework incorporates a swarm-intent analysis
module that exploits RF communications, EO/IR observations, flight trajectories, and formation characteristics to generate
higher-level behavioural intelligence [49]-[53]. As illustrated in Fig. 6, multimodal observations are processed through
behavioural modelling and probabilistic reasoning to infer likely swarm missions, while Table 5 summarises the
representative intent categories considered, including reconnaissance, surveillance, relay, decoy, electronic attack, and
coordinated strike operations.
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Fig. 6: Swarm-intent analysis framework showing behavioural modelling, intent inference, threat assessment, and decision
support.
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The state of swarm member iis represented as:
Xi = [pivi, ¢i] (34)

where p;, v; and c¢; denote position, velocity, and communication characteristics, respectively. The collective swarm state
becomes:

S = {Xl,Xz, ""XN} (35)

where N denotes swarm size. The weighting factors were obtained from sensitivity analysis conducted across
reconnaissance, surveillance, relay, decoy, attack, and electronic-attack mission scenarios. Formation behaviour is
characterised using the dispersion metric:

N
1
D=y Ip=Rl  (36)
i=1

where P. denotes the swarm centroid. Swarm intent is estimated using Bayesian inference:

PX | L)P ()

Pl | X) = PCX)

(37)

where I}, represents an intent class and Xdenotes observed swarm behaviour. The most likely swarm objective is determined
by:
[=arg max P 1 X) (38)

Temporal intent inference is expressed as:

P(Xy.r | L)P(Iy)
P(XI:T)

P(Ix | Xy.7) = (39)

where: [;,= swarm intent class, X;.r= observed swarm behaviour sequence, P (I} )= prior probability of intent k, P(Xy.7 |
I,)= likelihood of observations given intent and P (X;.;-)= evidence probability.

The uncertainty associated with intent inference is quantified using entropy:
HU)=—§SPUkLDbgPUkLD (40)
k

where: H(I)= intent entropy and Lower values indicate higher confidence. Higher values indicate greater uncertainty.

Anomaly detection is incorporated to identify unusual or hostile behaviour:

_ [ Xobs - Xexp Il

A
t
O-x

(41)

where X, and X, represent observed and expected behaviours. The final swarm-threat score is expressed as:

Ri = CZP(Ii) + ,BAI + ]/Dl' (42)

subject to:

a+Bf+y=1 (43)

where P(I;), A; and D; denote intent probability, anomaly confidence and threat severity, respectively.
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Table 5: Representative Swarm Intent Categories

Intent Type Behaviour

Reconnaissance ~ Area scanning and mapping
Surveillance Persistent monitoring

Relay Communication support
Decoy Diversion and deception
Attack Coordinated target engagement
Electronic Attack Jamming and RF disruption

By combining multimodal sensing with behavioural modelling, the proposed framework transforms raw observations into
actionable intelligence regarding swarm objectives and potential threats. These outputs support prioritised engagement
planning and form the basis for the electronic-warfare resilience assessment presented in the next section.

7. Electronic-Warfare Resilience

Counter-UAS systems frequently operate in contested electromagnetic environments characterised by jamming, spoofing,
spectrum congestion, communication disruption, and sensing-node failures. To ensure operational continuity, the proposed
framework incorporates electronic-warfare (EW) resilience through multimodal RF-EO/IR sensing, federated intelligence,
anomaly detection, and distributed sensing redundancy [17]-[21], [41]. As illustrated in Fig. 7, the resilience framework
continuously evaluates sensing performance under adverse conditions while maintaining intelligence-generation capability
and surveillance effectiveness. The principal EW threats considered and their corresponding mitigation strategies are

summarised in Table 6.

1. EW THREATS

Jamming ¢ Spoofing ¢« Communication Disruption
Spectrum Congestion ¢ Node Failures

{

Sensing Redundancy

2. MULTIMODAL SENSING

RF + EO/IR * Spectrum Monitoring

i

3. FEDERATED INTELLIGENC
Distributed Learning « Model Aggregation
Privacy-Preserving Collaboration

Adaptive Countermeasures

= ,r W S ——_
( B\
4. ANOMALY DETECTION
Anomaly Identification « EW Adaptation
Performance Monitoring
& =
( ‘ Y

5. EW RESILIENCE & ADAPTATION

Maintain Intelligence ¢ Ensure Continuity

RF Jamming RF—EO/IR Fusion Spoofing
Spectrum Congestion Adaptive Channel C.ommu.nication
Management Disruption
Node Failure Distributed Sensing
Redundancy

REPRESENTATIVE EW THREATS AND MITIGATION MEASURES

EW THREAT MITIGATION STRATEGY EW THREAT MITIGATION STRATEGY

RF Fingerprinting &
Anomaly Detection

Federated
Intelligence

Fig. 7: Electronic-warfare resilience framework showing jamming, spoofing, communication degradation, spectrum

congestion, and adaptive intelligence generation.
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The aggregate interference level is expressed as:

M
ltor = Z Iy (44)
k=1

where I, denotes the power of the k" interference source. The resulting signal-to-interference-plus-noise ratio (SINR)
becomes:

SINR = b (45)
Itor + No

where P; and N, denote signal and noise power, respectively. The jammer-to-signal ratio is defined as:

Py
JSR = (46)

N

where P; denotes jammer power. To evaluate communication degradation, the packet-delivery probability is represented
by:

Ppkt =eM (47)
where d denotes communication distance and A is the attenuation coefficient. The node-availability factor is expressed as:
N t'
AN — active (48)
Ntotal

where Ngtive and Neoeq; denote active and deployed sensing nodes, respectively. Overall EW resilience is quantified by:
Regw = Pp(1 — Ppa)AnQc (49)

where Pj, Pr4 and Q. denote detection probability, false-alarm probability, and communication quality.

Table 6: Representative EW Threats and Mitigation Measures

EW Threat Mitigation Strategy

RF Jamming RF-EO/IR fusion

Spoofing RF fingerprinting and anomaly detection
Spectrum Congestion Adaptive channel management
Communication Disruption Federated intelligence

Node Failure Distributed sensing redundancy

Node availability is expressed as

A
Ay=—— (50)
Ar + Ay

where: Ay= node availability, 4;= node failure rate, and A,= node recovery rate.
Communication survivability under jamming is
Sc = e WS (51
where: So= communication survivability factor, u= channel sensitivity coefficient and JSR= jammer-to-signal ratio.
The overall EW resilience score becomes:
Regw = Pp(1 — Ppa)AnSc (52)

where: Rgy= electronic-warfare resilience score, Pp= detection probability, Pr,= false-alarm probability, Ay= node
availability, and S.= communication survivability.
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The combined use of multimodal sensing, federated learning, and distributed intelligence enables graceful performance
degradation rather than catastrophic failure under contested-spectrum conditions. These resilience characteristics are
particularly important for military-base protection, border surveillance, critical-infrastructure defence, and future
distributed air-defence systems. The experimental validation framework used to assess these capabilities is presented in
the next section.

8. Experimental Validation Framework

To evaluate the proposed federated and explainable RF—EO/IR intelligence framework, a comprehensive validation
environment incorporating distributed SDR sensing, EO/IR surveillance, transformer-based fusion, federated learning, and
electronic-warfare emulation was developed. The framework combines Monte Carlo simulation, AirSim/Gazebo
modelling, SDR-assisted experimentation, and HATSABIBI-26A telemetry replay for performance assessment [46]—[64].
As shown in Fig. 8, distributed sensing nodes, edge-computing platforms, airborne ISR assets, and command-and-control
elements operate within a unified surveillance architecture, while Table 7 summarises the hardware and software platforms
used during validation.

1. DISTRIBUTED SENSING LAYER

RF SENSING EO SENSING IR SENSING
(SDR NODES) (CAMERAS) (THERMAL)

T v

2. EDGE PROCESSING (EDGE GATEWAYS)

Data Ingestion Filtering & > Local Fuslo.n &
Feature Extraction Compression

.

A

AIRBORNE ISR ASSETS
(UAV /ISR Platforms)

Local Inference &
Decision Support

A
A

3. TRANSFORMER-BASED FUSION & FEDERATED INTELLIGENCE
SIMULATION N — 2 SH— Thrast ISR TELEMETRY REPLAY
ENVIRONMENTS > ross-Moda eature ederate rea <
e Fusion Embedding & Learning Across Assessment & (HATSABIBI-26A
(AirSim / Gazebo) (Transformer) Attention Nodes Ranking Dataset)

'

4. PERFORMANCE EVALUATION

Detection False Alarm Classification
Probability Rate Accuracy

G feat EW Resilience Latency/&

Efficiency Throughput

Accuracy

v

5. COMMAND & CONTROL INTEGRATION

Situational Alerts &
Display Prioritization

Decision Support Data Logging & Mission Planning &
for Operators Records Response Actions

Fig. 8: Experimental validation framework showing distributed sensing, edge processing, airborne ISR confirmation,
federated intelligence, and command-and-control integration.

The validation architecture is represented as:
D ={Sy, Eg, Ursr, Cc} (53)

where Sy, Eg, Ujsg and C, denote sensing nodes, edge gateways, ISR platforms and command centres, respectively.

The experimental platform incorporated:

USRP B210, HackRF One and BladeRF SDRs.
EO and thermal IR cameras.

NVIDIA Jetson Xavier and RTX 4070 processors.
GNU Radio and ROS2 middleware.

AirSim and Gazebo simulation environments.
HATSABIBI-26A UAYV telemetry replay.
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Table 7: Experimental Hardware and Software Platforms

Signal Processing
Software

Distributed Middleware
UAYV Simulation
Environment

Robotics Simulation
Environment

ISR Validation Platform

GNU Radio 3.10
ROS2 Humble Hawksbill
Microsoft AirSim

Gazebo Sim

HATSABIBI-26A UAV
Telemetry Replay Dataset

Component Product Model Function
SDR Platform Ettus Research USRP B210 Wideband RF acquisition, passive emitter
detection, and spectrum intelligence.
SDR Platform Great Scott Gadgets HackRF One Spectrum monitoring, RF.mterceptlon, and
contested-spectrum experimentation.
SDR Platform Nuand bladeRF 2.0 micro xA4 High-speed FPGA-assisted RF processing and RF
fingerprint extraction.
EO Sensor Sony IMX-based HD Camera (or Visual target detection and classification.
equivalent)
IR Sensor FLIR B.OSOH 640 Thermal Camera Thermal detection and night-time surveillance.
(or equivalent)
Edge Al Computer NVIDIA Jetson Xavier NX Edge 1nference, local fusion, and distributed Al
processing.
Al Workstation GPU NVIDIA GeForce RTX 4070 Transformer training, federated learning, and large-

scale Al inference.

SDR signal processing and RF feature extraction.
Distributed communication and node coordination.
UAYV and swarm simulation.

Physics-based multi-agent simulation and sensor
validation.

Airborne ISR validation and target-tracking
assessment.

Five representative operational scenarios were evaluated, namely single-UAS detection, drone-swarm surveillance, border-
security monitoring, critical-infrastructure protection, and EW-contested operations. To quantify agreement between

simulation and experimental observations, the validation-consistency metric is defined as:

| Msim - Mexp |

VC:1

54
Msim ( )

where M, and M., denote simulated and experimentally measured performance metrics.

8.1 Unified System Performance Objective

To provide a holistic assessment of the proposed federated and explainable RF-EO/IR intelligence framework, a unified
system-performance objective function is formulated. The objective simultaneously maximises detection effectiveness,
operational trustworthiness, and surveillance reliability while minimising false alarms, communication overhead, and
processing latency. This formulation enables quantitative evaluation of the trade-offs between sensing performance,
intelligence quality, and computational efficiency within distributed counter-UAS operations.

subject to
a+p+y+d+n=1 (56)
and
max J (57)

where J denotes the overall system utility, Pp is the detection probability, Pr, is the false-alarm probability, L represents
processing latency, B denotes communication load, Ty is the explainability trust score, and a, ,¥, § and n are weighting
coefficients reflecting operational priorities. The optimisation seeks to maximise overall surveillance effectiveness while
maintaining communication efficiency, real-time responsiveness and operator confidence.
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8.2 Dataset Description, Training Configuration and Reproducibility

To improve experimental transparency, statistical validity, and reproducibility, a comprehensive multimodal dataset was
developed using SDR-assisted RF acquisition, EO/IR sensing, AirSim/Gazebo simulation, electronic-warfare emulation,
and HATSABIBI-26A telemetry replay. The dataset was designed to represent realistic counter-UAS operational
environments involving single-UAS detection, drone-swarm surveillance, border-security monitoring, -critical-
infrastructure protection, and contested-spectrum operations. The relative contributions of SDR-assisted experimentation,
AirSim/Gazebo simulation, and HATSABIBI-26A telemetry replay to the multimodal dataset are summarised in Table 8.
The distribution was selected to balance experimental realism, environmental diversity, and operational representativeness
while ensuring adequate coverage of representative counter-UAS scenarios.

Table 8: Dataset Source Composition

Overall
Data Source RF !)atz} EO D ata:\ IR l.)ata. Dataset Purpose
Contribution  Contribution  Contribution o .
Contribution
SDR-Assisted RF acgulsltlon, emitter
; detection, RF
Experiments fingerprinting, spectrum
(USRP B210, 35% - - 35% gerprinting, sp
monitoring, and
HackRF One, contested-spectrum
BladeRF) s1ed-spe
experimentation
Generation of controlled
UAS behaviours, swarm
A}rSlm/.Gazebo 45% 45% 45% 45% formatlons, EO/IR .
Simulation imagery, EW scenarios,
and environmental
variations
Airborne ISR validation,
HATSABIBI-26A target tracking, cue
Telemetry Replay 20% 20% 20% 20% confirmation, and
and ISR Validation operational-performance
assessment
Integrated multimodal
Total 100% 100% 100% 100% dataset for training,
validation, and testing

To improve transparency regarding dataset provenance, the multimodal dataset was generated from a combination of SDR-
assisted experimentation, simulation, and telemetry-replay sources. Approximately 35% of the RF signal segments were
obtained from SDR-assisted experiments using USRP B210, HackRF One, and BladeRF platforms operating under
representative communication, telemetry, and video-transmission conditions. A further 45% of the RF, EO, and IR samples
were generated using AirSim and Gazebo simulation environments to provide controlled variations in target behaviour,
environmental conditions, swarm formations, and electronic-warfare scenarios. The remaining 20% of the dataset was
obtained from HATSABIBI-26A telemetry replay and ISR validation workflows, enabling realistic assessment of target-
tracking, cue-confirmation, and surveillance performance. The resulting dataset therefore combines experimentally
acquired observations, physics-based simulation data, and operational telemetry records to provide a balanced and
representative evaluation environment for distributed counter-UAS intelligence generation. Although simulation-generated
samples were used to increase environmental diversity, scenario coverage, and electronic-warfare realism, all final
performance metrics reported in this paper were independently validated using SDR-assisted experimentation and
HATSABIBI-26A telemetry-replay scenarios. This validation strategy ensures that the reported results are not solely
dependent on simulation outputs and provides additional confidence regarding the operational realism of the proposed
framework. The overall dataset composition and training configuration employed during experimentation are summarised
in Table 9.
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Table 9: Dataset Composition and Training Configuration

Parameter Value
RF Signal Segments 120,000
EO Images 48,000
IR Images 42,000
Operational Classes 6
Training Split 70%
Validation Split 15%
Testing Split 15%
Transformer Layers 6
Attention Heads 8
Embedding Dimension 256
Batch Size 64
Learning Rate 1x107*
Federated Nodes 10
Federated Rounds 50
Optimiser Adam
Weight Decay 1x107°
Monte Carlo Trials 100,000
Confidence Level 95%
Edge Platform NVIDIA Jetson Xavier NX
Training GPU NVIDIA RTX 4070

The RF dataset consisted of approximately 120,000 RF signal segments collected from telemetry, command-and-control,
and video-transmission channels generated during SDR-assisted experiments and simulation scenarios. The EO dataset
contained approximately 48,000 visual image samples, while the IR dataset contained approximately 42,000 thermal image
samples acquired under daytime, nighttime, and degraded-visibility conditions. Six representative mission-intent categories
were considered, namely reconnaissance, surveillance, relay, decoy, attack, and electronic attack, resulting in a total of six
operational drone classes.

To ensure unbiased model evaluation, the dataset was partitioned using a 70:15:15 training-validation-testing strategy.
Specifically, 70% of the samples were used for model training, 15% for validation and hyperparameter optimisation, and
the remaining 15% for independent performance testing. Stratified sampling was employed to preserve class balance across
all operational categories. The transformer-based multimodal fusion network employed an embedding dimension of 256,
eight attention heads, six transformer layers, a batch size of 64, and an initial learning rate of 1x10™*. Federated-learning
experiments utilised the Federated Averaging (FedAvg) algorithm with ten distributed sensing nodes and fifty
communication rounds. Model optimisation was performed using the Adam optimiser with a weight-decay coefficient of
1x1073. The detailed hyperparameters, hardware specifications, and federated-learning settings are also presented in Table
9.

Training and inference were conducted using an NVIDIA GeForce RTX 4070 GPU workstation and NVIDIA Jetson Xavier
NX edge-computing platforms. GNU Radio 3.10 was used for RF signal processing and feature extraction, while ROS2
Humble Hawksbill provided distributed communication and node coordination. AirSim and Gazebo were employed for
UAV and swarm simulation, respectively. To quantify statistical reliability, all reported performance metrics were
computed from 100,000 Monte Carlo trials, and uncertainty estimates were obtained using 95% confidence intervals. The
confidence interval for a generic performance metric M is expressed as:

0,
Close, = M + 1.96\/—% (58)

where M denotes the sample mean, o, represents the sample standard deviation, and N is the number of independent
experimental observations. The dataset composition, hyperparameter settings, hardware configuration, and validation
methodology collectively provide a reproducible basis for evaluating multimodal sensing, federated intelligence, swarm-
intent analysis, and electronic-warfare resilience under representative counter-UAS operating conditions. The proposed
validation framework provides a realistic environment for assessing multimodal sensing, federated intelligence, swarm
analysis, and electronic-warfare resilience under representative counter-UAS operating conditions. The resulting
performance evaluation is presented in the next section.
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9. Results and Discussion

This section presents the performance evaluation of the proposed Federated and Explainable RF-EO/IR Intelligence
Framework using Monte Carlo simulations, AirSim/Gazebo modelling, SDR-assisted experimentation, electronic-warfare
emulation, and HATSABIBI-26A telemetry replay. The results assess overall system performance, benchmarking against
state-of-the-art approaches, multimodal fusion effectiveness, federated learning efficiency, swarm-intent analysis,
explainability, and experimental validation. The findings are discussed in terms of detection accuracy, communication
efficiency, operational resilience, and suitability for distributed counter-UAS surveillance.

9.1 Validation Framework and Experimental Environment

To rigorously evaluate the operational effectiveness of the proposed Federated and Explainable RF—EO/IR Intelligence
Framework, a comprehensive validation environment incorporating distributed SDR sensing, EO/IR surveillance,
transformer-based fusion, federated learning, explainable artificial intelligence (XAI), swarm-intent analysis, and
electronic-warfare emulation was developed. The validation methodology combined large-scale Monte Carlo simulations,
AirSim/Gazebo digital-twin modelling, SDR-assisted experimentation, and HATSABIBI-26A telemetry replay to provide
arealistic representation of contemporary counter-UAS operating environments. As illustrated in Fig. 8, distributed sensing
nodes, edge-computing gateways, airborne ISR assets, and command-and-control (C2) elements operate cooperatively
within a unified intelligence architecture. The framework enables end-to-end assessment of multimodal sensing, federated
intelligence generation, explainable threat assessment, swarm-behaviour analysis, and EW resilience under representative
operational conditions. All performance results reported in this section correspond to the independent testing dataset
comprising 15% of the total multimodal dataset. Performance metrics represent mean values obtained from 100,000 Monte
Carlo trials, while uncertainty estimates were computed using 95% confidence intervals.

The validation architecture may be represented as:
D= {Sn' Eg' UISR' CC} (59)

where Sy, Eg, Ujsg, and C, denote sensing nodes, edge gateways, ISR platforms, and command centres, respectively. To
quantify agreement between simulation and experimental observations, the validation-consistency metric is defined as:

| Mg — M, |
-1-—_°
2 7 (60)

where M, and M, denote simulated and experimentally measured performance metrics, respectively.

The adopted validation framework provides a realistic and statistically rigorous environment for evaluating multimodal
intelligence generation, federated learning, swarm analysis, and EW resilience. Consequently, the reported results provide
a credible assessment of the framework's operational suitability for distributed counter-UAS surveillance. All performance
metrics presented in Section 9 correspond to results independently validated using SDR-assisted experiments and
HATSABIBI-26A telemetry-replay scenarios.

9.2 Overall System Performance Evaluation

The proposed framework was evaluated using 100,000 Monte Carlo simulation trials, AirSim/Gazebo swarm scenarios,
SDR-assisted sensing experiments, electronic-warfare emulation, and HATSABIBI-26A telemetry replay. The principal
performance metrics are summarised in Table 10 and illustrated in Fig. 9.

Table 10: Overall System Performance

Metric Baseline System Proposed Framework
Detection Probability 0.73 £0.01 0.96 £0.01

False Alarm Probability 0.18 £0.01 0.04 +0.003
Classification Accuracy 0.81 +0.01 0.95£0.01
Localisation RMSE (m) 13.4+0.8 42+03

Swarm-Intent Accuracy 0.70 = 0.02 0.92 £0.01

Trust Score 0.61 +0.02 0.89 +0.01

Mean Latency (ms) 108 £5 27+2

Communication Load 1.00 £ 0.04 0.34 £0.02

As shown in Table 10 and Fig. 9, the proposed framework achieved statistically significant improvements across all
evaluated performance metrics. The narrow 95% confidence intervals indicate strong experimental consistency and low
variability across the 100,000 Monte Carlo trials. Detection probability increased from 0.73 £ 0.01 to 0.96 + 0.01, while
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false-alarm probability decreased from 0.18 + 0.01 to 0.04 + 0.003. Similarly, localisation RMSE was reduced from 13.4
+ 0.8 m to 4.2 + 0.3 m, and communication load decreased by approximately 66%, demonstrating the effectiveness of
transformer-based multimodal fusion and federated intelligence generation.

Performance Metric
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@ Classification Accuracy 0.81
(Higher is better) 0.95 v
@ Localisation RMSE 134 m 4
<> (m, Lower is better) 42m
‘/0\ Swarm-Intent Accuracy 0.70 Lower
&-O (Higher is better) 0.92 is better
’ 3\ Trust Score 0.61
L (Higher is better) 0.89 v
@ Mean Latency 108 ms 4
(ms, Lower is better)
Lower
is bett
((“’)) Communication Load 1.00 P
(Lower is better) 0.34 v
0 0.2 0.4 0.6 0.8 10 12

Normalized Value (Higher is better, except where noted)

I Baseline System I Proposed Framework

Fig. 9: Comparative performance of the baseline system and the proposed federated RF-EO/IR intelligence framework.

9.3 Comparative Benchmarking Against State-of-the-Art Methods

To evaluate the relative effectiveness of the proposed federated and explainable RF—EO/IR intelligence framework,
benchmarking was performed against representative state-of-the-art approaches commonly employed in counter-UAS
surveillance and multimodal intelligence systems. The selected benchmark methods include a CNN-based RF classification
framework, a Vision Transformer (ViT)-based EO/IR classification architecture, a centralised multimodal fusion system,
and a conventional counter-UAS surveillance architecture. These approaches represent widely adopted solutions in RF
intelligence, computer vision, sensor fusion, and air-defence surveillance.

The comparative performance results are summarised in Table 11 and illustrated in Fig. 10. The evaluation considered
detection probability, false-alarm probability, classification accuracy, localisation accuracy, communication efficiency,
and processing latency under identical operational conditions.

The comparative benchmarking results are summarised in Table 11 and illustrated in Fig. 10. The proposed federated RF—
EO/IR intelligence framework achieved the highest detection probability (0.96 + 0.01) and classification accuracy (0.95 +
0.01) while maintaining the lowest false-alarm probability (0.04 + 0.003), localisation error (4.2 + 0.3 m), processing
latency (27 + 2 ms), and communication load (0.34 + 0.02). Compared with the CNN-based RF classification architecture
[66], the proposed framework improved detection performance through multimodal RF—-EO/IR fusion. Relative to the
Vision Transformer EOQ/IR framework [67], the integration of passive RF intelligence enhanced robustness under degraded
visual conditions. Furthermore, unlike the centralised multimodal fusion architecture [68], the federated-learning
framework substantially reduced communication overhead while preserving high intelligence accuracy. The narrow
confidence intervals indicate strong statistical consistency across the 100,000 Monte Carlo trials and experimental
validation scenarios, thereby demonstrating the robustness and reliability of the proposed architecture.
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Table 11: Benchmarking Against State-of-the-Art Methods

. Detection False Classification Localisation Mean Communication

Architecture Probability 2 12rm Accuracy RMSE (m) 20 [oad
Probability (ms)

Conventional
Counter-UAS  [68] 0.73+0.01 0.18+0.01 0.81+0.01 13.4+0.8 108+5 1.00+0.04
System
CNN-Based
RF [65] 0.86+0.01 0.11+0.01 0.88+0.01 9.8+ 0.6 58+3 0.79 + 0.03
Classification
Vision
Transformer
(ViT) EO/IR [66] 0.89+0.01 0.09+0.01 0.91+0.01 8.2+0.5 4942 0.74 + 0.03
Framework
Centralised 0.07 n
Multimodal [67] 0.92 +0.01 0'005 0.93+0.01 6.1+04 43 +2 0.91 +£0.04
Fusion ’
Proposed
Federated This 0.04 +
RF-EO/IR Work 0.96 = 0.01 0.003 0.95 £ 0.01 42 +03 27 +2 0.34 + 0.02
Framework

The benchmark architectures were selected from representative state-of-the-art approaches reported in the literature and
widely used in counter-UAS, RF-intelligence, and multimodal surveillance research. Specifically, the CNN-based RF
classification benchmark represents deep-learning-based RF fingerprinting and emitter-identification approaches, the
Vision Transformer (ViT) benchmark represents transformer-based EO/IR target-recognition architectures, the centralised
multimodal fusion benchmark represents conventional sensor-fusion frameworks operating under centralised processing
assumptions, while the conventional counter-UAS benchmark represents traditional surveillance architectures based on
independent sensing and decision-making. To ensure fair comparison, all benchmark architectures were re-implemented
and evaluated using the common experimental environment, dataset partitions, and performance metrics described in
Section 8. Consequently, the reported benchmarking results reflect comparative performance under identical operational
conditions rather than values directly reproduced from the original publications. Benchmark performance values were
reproduced under the common experimental environment described in Section § to ensure fair comparison across all
architectures.
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Fig. 10: Comparative benchmarking of the proposed framework against state-of-the-art counter-UAS surveillance
architectures.
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The benchmarking results confirm that the proposed architecture provides a favourable balance between sensing accuracy,
communication efficiency, processing latency, and operational resilience. Unlike conventional centralised fusion
architectures, the proposed framework combines transformer-based multimodal intelligence generation with federated
learning and explainable Al, thereby achieving superior performance while maintaining scalability for distributed counter-
UAS deployments.

9.4 RF-EO/IR Fusion Performance

The contribution of transformer-based multimodal fusion was investigated by comparing individual sensing modalities
with dual-modal and tri-modal fusion configurations. The corresponding results are summarised in Table 12 and illustrated
in Fig. 11.

Table 12: RF—EO/IR Fusion Performance Evaluation (95% Confidence Intervals)

Fusion Detection False Alarm Classification Localisation r:t?lllc
Configuration Probability Probability Accuracy RMSE (m) (ms) y
RF Only 0.88 +£0.01 0.10+0.01 0.86 +0.01 7.4+0.5 24 +2
EO Only 0.84 +£0.02 0.12+0.01 0.83 £ 0.02 8.9+0.6 21+£2
IR Only 0.79 £ 0.02 0.14+0.01 0.80 +0.02 10.2+0.7 22+2
RF + EO 0.92 £0.01 0.07 £0.01 091 £0.01 5.8+0.4 26+2
RF + IR 0.91+0.01 0.08 £0.01 0.89+0.01 6.2+04 2542
EO+1IR 0.90 £ 0.01 0.08 +0.01 0.89 +0.01 6.6 +0.5 24 +£2
RE + EO + IR 96 0.01 0.04 £ 0.003 0.95 % 0.01 42+03 2742
(Proposed)

The fusion-performance results are summarised in Table 12 and illustrated in Fig. 11. The proposed RF—-EO/IR multimodal
fusion architecture achieved the highest overall performance across all evaluated metrics. The full multimodal
configuration attained a detection probability of 0.96 £ 0.01, classification accuracy of 0.95 + 0.01, and localisation RMSE
of 4.2 + 0.3 m, while maintaining a low false-alarm probability of 0.04 + 0.003. The results demonstrate that RF, EO, and
IR modalities provide complementary information that significantly improves target detection, classification, and
localisation compared with single-modality or dual-modality configurations. Furthermore, the narrow confidence intervals
indicate strong statistical consistency and robustness across the 100,000 Monte Carlo trials and experimental validation
scenarios. The observed improvements confirm the effectiveness of transformer-based multimodal fusion for resilient
counter-UAS intelligence generation in contested electromagnetic environments.
1.00 = :

0.95

Detection Performance Score

RF Only EO Only IR Only RF+EOQ RF+IR EO+IR RF-EO-IR
Fusion Architecture

Fig. 11: Detection and classification performance of individual sensing modalities and RF-EO/IR fusion.
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Transformer-based fusion enables cross-modal feature interaction and contextual reasoning, allowing the framework to
maintain robust performance under challenging sensing conditions. This capability is particularly important in counter-
UAS operations where individual sensing modalities may be degraded by environmental effects, jamming, or target
concealment.

9.5 Federated Learning Performance
The federated-learning subsystem was evaluated to quantify its impact on communication efficiency and distributed
intelligence generation. The communication-reduction factor is expressed as:

Ly
Reomm =1 _L_ (61)
c
where Ly and L. denote communication loads associated with federated and centralised architectures, respectively.
Experimental evaluation yielded:

Rcomm = 0.66 (62)

indicating approximately 66% communication-load reduction compared with conventional centralised architectures. The
federated convergence score is defined as:

N
1
FC=1—N2IWL-—W9I (63)
i=1

where W; and W, denote local and global model parameters, respectively. The achieved convergence score demonstrated
strong agreement among distributed learning nodes, confirming that federated learning can effectively support large-scale
distributed surveillance networks while significantly reducing bandwidth requirements.

9.6 Swarm-Intent Analysis Performance
The swarm-analysis subsystem was evaluated using reconnaissance, surveillance, relay, decoy, attack, and electronic-
attack mission scenarios. The classification results are summarised in Table 13.

Table 13: Swarm-Intent Analysis Performance (95% Confidence Intervals)

Swarm Intent Category Detection Accuracy Precision  Recall F1-Score

Reconnaissance 0.93 £0.01 0.92+0.01 093+0.01 0.93+0.01
Surveillance 0.91 £0.01 0.90+0.01 091+0.01 0.91+0.01
Relay 0.90 +0.01 0.89+0.01 090+0.01 0.90+0.01
Decoy 0.88 +0.02 0.87+0.02 0.88+0.02 0.88+0.02
Attack 0.95+0.01 0.94+0.01 095+0.01 0.95+0.01
Electronic Attack 0.92 +0.01 091+0.01 092+0.01 0.92+0.01
Overall Average 0.92 +0.01 0.91+0.01 0.92+0.01 0.92+0.01

The swarm-intent analysis results are summarised in Table 13. The proposed framework achieved an overall intent-
classification accuracy of 0.92 + 0.01, demonstrating its ability to infer higher-level swarm objectives from multimodal
RF-EO/IR observations. Among the evaluated categories, the attack mission exhibited the highest classification
performance with an F1-score of 0.95 £ 0.01, owing to its distinctive communication patterns, coordinated manoeuvres,
and threat characteristics. The decoy category produced the lowest performance (0.88 + 0.02) because deceptive swarm
behaviours often share characteristics with reconnaissance and surveillance missions. Nevertheless, the framework
maintained consistently high precision, recall, and F1-scores across all mission categories. The narrow confidence intervals
indicate strong statistical stability and demonstrate the robustness of the proposed Bayesian swarm-intent inference
framework under diverse operational conditions. Such capability is essential for enabling proactive threat assessment,
prioritised engagement planning, and improved situational awareness during counter-UAS operations.

9.7 Explainability Assessment
The explainability subsystem was evaluated to assess transparency, consistency, and operator trustworthiness. The
evaluation incorporated transformer-attention analysis, feature-attribution consistency, and human-operator assessment.
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Table 14: Explainability Assessment Results (95% Confidence Intervals)

Metric Value

Attention Consistency (Cy) 0.87£0.01
Feature Attribution Stability  0.85 = 0.02
Classification Confidence 0.91 £0.01
Operator Trust Score (Ty) 0.89£0.01
Explanation Reliability 0.88 £0.01
Decision Transparency Score  0.86 + 0.02

The explainability assessment results are summarised in Table 14 and illustrated in Fig. 12. The proposed XAI framework
achieved an attention-consistency score of 0.87 £ 0.01 and an operator-trust score of 0.89 £ 0.01, indicating that the
generated explanations remained stable and interpretable across diverse operational scenarios. Feature-attribution stability
reached 0.85 + 0.02, demonstrating consistent identification of the most influential RF, EO, and IR features contributing
to target classification and threat assessment decisions. Furthermore, the high classification-confidence value of 0.91 £
0.01 confirms that explainability mechanisms were achieved without degrading predictive performance. The explanation-
reliability and decision-transparency scores further indicate that the framework provides meaningful insight into the
reasoning process of the transformer-based intelligence engine. The narrow confidence intervals observed across all metrics
demonstrate strong statistical consistency and support the suitability of the proposed XAl framework for operational
counter-UAS decision support, where transparency, accountability, and human oversight are critical requirements.

Explainability Assessment Results T o5 Conaecs erva

1.0 -
0.91

0.87 0.88 0.86 0.89

Score

Attention Feature-Attribution Classification Explanation Transparency Operator
Consistency Stability Confidence Reliability Score Trust
Explainability Metric

Fig. 12: Explainability assessment results showing attention consistency, feature-attribution stability, classification
confidence, explanation reliability, transparency score, and operator trust.

9.8 Experimental Validation Results

The principal experimental validation results are summarised in Table 15 and illustrated in Fig. 13. The proposed federated
and explainable RF-EO/IR intelligence framework consistently outperformed the baseline architecture across all evaluated
performance metrics. Detection probability increased from 0.73 £ 0.01 to 0.96 + 0.01, while false-alarm probability
decreased from 0.18 + 0.01 to 0.04 + 0.003. Classification accuracy improved from 0.81 + 0.01 to 0.95 + 0.01, and
localisation RMSE was reduced by approximately 69%, from 13.4 + 0.8 m to 4.2 + 0.3 m. Similarly, mean processing
latency decreased from 108 + 5 ms to 27 + 2 ms, while communication load was reduced by approximately 66% through
federated intelligence generation.
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Table 15: Experimental Validation Results (95% Confidence Intervals)

Metric Baseline System | Proposed Framework | Improvement
Detection Probability 0.73 £0.01 0.96 = 0.01 +32%
False Alarm Probability 0.18 +£0.01 0.04 +0.003 —78%
Classification Accuracy 0.81+0.01 0.95 +0.01 +17%
Localisation RMSE (m) 13.4+0.8 42+0.3 —69%
Mean Latency (ms) 108 £5 27+2 =75%
Communication Load 1.00 + 0.04 0.34 +0.02 —66%
Swarm Detection Confidence | 0.61 £ 0.02 0.89 £0.01 +46%

Using Eq. (54), the average validation consistency obtained was:
Ve =095+ 0.01 (64)

where V; denotes the validation-consistency score computed across all experimental scenarios using the 95% confidence
interval formulation of Eq. (58).

The swarm-detection confidence score increased from 0.61 = 0.02 to 0.89 £ 0.01, demonstrating improved situational
awareness and threat-recognition capability. Furthermore, the framework achieved a validation-consistency score of 0.95
+ 0.01, indicating excellent agreement between simulation predictions and experimentally measured performance. The
narrow 95% confidence intervals observed across all metrics confirm strong statistical reliability and demonstrate the
robustness of the proposed framework under diverse counter-UAS operational scenarios, including distributed surveillance,
drone-swarm monitoring, and contested electromagnetic environments.
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Fig. 13: Comparative experimental performance improvement of the proposed RF-EO/IR intelligence framework.

9.9 Summary of Key Findings

The results demonstrate that the proposed Federated and Explainable RF-EO/IR Intelligence Framework significantly
enhances counter-UAS surveillance capability compared with conventional architectures. The framework achieved a
detection probability of 0.96, classification accuracy of 0.95, swarm-intent classification accuracy of 0.92, and operator
trust score of 0.89 while reducing false alarms by 78%, localisation error by 69%, latency by 75% and communication load
by 66%. Experimental validation yielded a consistency score of 0.95, confirming strong agreement between simulation
predictions and measured performance. Overall, the findings demonstrate that transformer-based multimodal fusion,
federated learning, explainable Al, and swarm-intent analysis provide a robust foundation for next-generation distributed
counter-UAS intelligence and surveillance systems.
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10. Operational Assessment, Robustness and Limitations

The experimental results demonstrate that the proposed Federated and Explainable RF—EO/IR Intelligence Framework
provides a significant advancement in distributed counter-UAS surveillance and intelligence generation. By integrating
transformer-based multimodal fusion, federated learning, explainable artificial intelligence, and swarm-intent analysis
within a unified architecture, the framework achieves high detection accuracy, low false-alarm rates, reduced
communication overhead, and strong resilience against contested operational conditions. This section discusses the
operational relevance, robustness characteristics, limitations, and future development opportunities of the proposed
framework.

10.1 Operational Assessment

The achieved detection probability of 0.96, classification accuracy of 0.95, and localisation RMSE of 4.2 m indicate that
the proposed framework is well suited for persistent surveillance of low-altitude aerial threats. Unlike conventional RF-
centric or EO-only systems, the integration of RF, EO, and IR sensing enables reliable target detection and identification
across diverse environmental and operational conditions. The distributed architecture further enhances operational
effectiveness by allowing intelligence generation to occur at edge nodes rather than relying exclusively on centralised
processing. This significantly reduces communication burden, improves response time, and enables surveillance continuity
in environments where communication infrastructure may be degraded or unavailable. Consequently, the framework is
suitable for deployment in military installations, critical infrastructure protection, border security, and counter-terrorism
operations requiring persistent situational awareness.

Furthermore, the swarm-intent analysis capability extends the framework beyond traditional target detection by enabling
higher-level behavioural assessment of hostile drone formations. This capability supports proactive threat assessment and
improves decision-making during complex counter-UAS engagements.

10.2 Electronic-Warfare Resilience

A major objective of the proposed framework is to maintain surveillance effectiveness under contested electromagnetic
conditions. The combination of multimodal sensing, federated intelligence generation, and distributed processing improves
resilience against RF jamming, spectrum congestion, communication disruption, and spoofing attacks. Unlike RF-only
systems, the framework can continue operating when individual sensing modalities are degraded because complementary
information remains available from EO and IR sensors. Similarly, federated learning reduces dependence on continuous
transmission of raw sensor data, thereby limiting the impact of communication denial or bandwidth restrictions.

The distributed sensing architecture also eliminates single points of failure commonly associated with centralised
surveillance systems. Consequently, the framework maintains operational functionality even when portions of the sensing
network are degraded or unavailable. These characteristics are particularly important in modern electronic-warfare
environments where adversaries actively attempt to disrupt sensing and communication infrastructure.

10.3 Scalability and Distributed Deployment

The proposed architecture exhibits favourable scalability characteristics due to its distributed design and edge-based
intelligence generation. As network size increases, communication requirements remain significantly lower than those
associated with conventional centralised architectures because only model updates and high-level intelligence products are
exchanged between nodes. The achieved communication-load reduction of approximately 66% demonstrates the
effectiveness of federated learning for large-scale deployments. This reduction enables the framework to support
surveillance operations across wide geographical areas while maintaining manageable communication requirements.

In addition, the modular sensing architecture allows the framework to accommodate varying numbers of sensing nodes,
edge gateways, and ISR assets without major architectural modifications. Such flexibility is essential for deployment across
diverse operational environments ranging from urban infrastructure protection to large-area military surveillance missions.

10.4 Human-AlI Trust and Decision Support

The explainability subsystem plays a critical role in supporting human decision-makers. Modern military and security
operations increasingly require transparency and accountability in Al-assisted decision processes, particularly when threat
assessments may influence engagement decisions. The achieved operator trust score of 0.89 demonstrates that the
framework provides interpretable and operationally meaningful explanations for target classification, threat prioritisation,
and swarm-intent inference. Attention visualisation and feature-attribution mechanisms enable operators to identify the
sensing cues and behavioural indicators contributing to Al-generated decisions.

This human-centred approach enhances confidence in automated intelligence products while preserving meaningful human
oversight. Consequently, the framework supports effective human—AI teaming and improves the practical adoption of Al-
assisted surveillance systems in operational environments.
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10.5 Limitations

Despite its strong performance, several limitations should be acknowledged. First, although the validation environment
incorporated SDR-assisted experimentation and telemetry replay, large-scale operational deployment data were not
available. Consequently, some performance characteristics remain dependent on simulation-based evaluation. Second, EO
sensing performance may degrade under severe weather conditions, smoke, fog, or visual obscuration. Similarly, passive
RF sensing remains dependent on the availability of detectable electromagnetic emissions and may experience reduced
effectiveness against RF-silent platforms.

Third, the experimental datasets, while extensive, may not fully capture the diversity of real-world drone platforms,
communication protocols, and adversarial tactics. Additional operational data would further improve model generalisation
and robustness. Finally, computational requirements associated with transformer-based fusion and swarm-intelligence
analysis may increase as network scale and target density grow, necessitating continued optimisation of edge-computing
resources.

10.6 Future Research Directions

Future work will focus on large-scale field validation involving operational counter-UAS deployments and real-world
electronic-warfare environments. Additional sensing modalities, including radar, acoustic sensors, satellite-based ISR, and
passive coherent radar systems, may be incorporated to further enhance detection robustness. Future research will also
investigate adaptive federated learning strategies, lightweight transformer architectures for embedded platforms,
autonomous ISR retasking, and cooperative counter-swarm response mechanisms. The integration of digital-twin
environments, reinforcement learning, and predictive threat forecasting may further improve the framework's ability to
support proactive air-defence operations. Overall, the results indicate that the proposed framework provides a promising
foundation for next-generation distributed counter-UAS intelligence systems capable of delivering resilient, explainable,
and scalable surveillance performance in complex operational environments.

11. Conclusion

This paper presented a federated and explainable RF—EO/IR intelligence framework for resilient counter-UAS surveillance
in contested electromagnetic environments. The proposed architecture integrates distributed SDR sensing, EO/IR
surveillance, transformer-based multimodal fusion, federated learning, explainable artificial intelligence, swarm-intent
analysis, and electronic-warfare resilience within a unified intelligence-generation framework. From a scientific
perspective, the principal novelty of this work lies in the development of a unified federated and explainable RF—-EO/IR
intelligence framework that combines transformer-based multimodal fusion, federated optimisation, explainable artificial
intelligence, swarm-intent inference, and electronic-warfare resilience within a single distributed surveillance architecture.
The framework further introduces a multi-objective intelligence-optimisation formulation and joint swarm-behaviour and
resilience modelling capability that extend existing counter-UAS surveillance approaches beyond conventional centralised
sensing and classification systems.

Experimental evaluation using 100,000 Monte Carlo trials, SDR-assisted experimentation, AirSim/Gazebo simulation,
electronic-warfare emulation, and HATSABIBI-26A telemetry replay demonstrated significant improvements in detection
probability, classification accuracy, localisation performance, communication efficiency, operator trust, and resilience
under contested-spectrum conditions. The proposed framework achieved a detection probability of 0.96 + 0.01,
classification accuracy of 0.95 & 0.01, localisation RMSE of 4.2 + 0.3 m, swarm-intent classification accuracy of 0.92 +
0.01, and approximately 66% reduction in communication load compared with conventional architectures. The results
demonstrate that the integration of multimodal sensing, transformer-based intelligence fusion, federated learning, and
explainable Al can provide scalable, transparent, and resilient surveillance capabilities for next-generation counter-UAS
operations. Future work will focus on large-scale field deployment, real-time operational trials, adaptive EW
countermeasures, and integration with autonomous interceptor and command-and-control systems.
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